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Abstract

With the rise in cloud computing and virtualisation, secure and efficient VPN solutions are
essential for network connectivity. We present a systematic performance comparison of
OpenVPN (v2.6.12) and WireGuard (v1.0.20210914) across Azure and VMware environ-
ments, evaluating throughput, latency, jitter, packet loss, and resource utilisation. Testing
revealed that the protocol performance is highly context dependent. In VMware environ-
ments, WireGuard demonstrated a superior TCP throughput (210.64 Mbps vs. 110.34 Mbps)
and lower packet loss (12.35% vs. 47.01%). In Azure environments, both protocols achieved
a similar baseline throughput (~280-290 Mbps), though OpenVPN performed better under
high-latency conditions (120 Mbps vs. 60 Mbps). Resource utilisation showed minimal
differences, with WireGuard maintaining slightly better memory efficiency. Security Ef-
ficiency Index calculations revealed environment-specific trade-offs: WireGuard showed
marginal advantages in Azure, while OpenVPN demonstrated better throughput efficiency
in VMware, though WireGuard remained superior for latency-sensitive applications. Our
findings indicate protocol selection should be guided by deployment environment and
application requirements rather than general superiority claims.

Keywords: VPN; WireGuard; OpenVPN; performance evaluation; cloud computing;
virtualisation

1. Introduction

The extensive use of virtualisation and cloud computing has been changing the contem-
porary IT infrastructure landscape for a while now. These technologies enable businesses
to maximise performance, lower operating costs, and scale resources as needed [1]. With
the rise in dependency of organisations on cloud-based systems such as Microsoft Azure
and virtualised environments like VMware, their exposure to cybersecurity vulnerabili-
ties and risks has been on the rise [2]. Consequently, data protection in public network
communication has received enhanced attention. Virtual private networks (VPNs) play a
vital role in addressing these challenges, claiming to provide secure, encrypted channels
for data transfer between private networks and remote users. Their role has become even
more critical with the growth in remote work, where employees frequently access corporate
networks from geographically dispersed locations [3]. This is further illustrated in Figure 1.

VPN ensure that sensitive information remains protected from unauthorised access
during transmission over untrusted networks like the internet [4,5]. However, selecting
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optimal VPN protocols that balance security requirements with performance considera-
tions presents significant challenges, particularly in cloud environments and virtualised
infrastructures where workloads and network conditions can be highly variable and un-
predictable [6,7]. This study quantifies these trade-offs using specialised metrics: the
Performance Degradation Ratio (PDR), Resource Utilisation Difference (RUD), and Security
Efficiency Index (SEI). By measuring the precise performance costs of security features
in both protocols, we provide network administrators with actionable data for informed
protocol selection based on their specific requirements and constraints.

Headquarter @ Remote User
Branch Office
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00 oag
|:| Internet 0o
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- VPN Tunne\- ''''''
VPN Gateway VPN Gateway

Figure 1. Site-to-site and remote access VPN deployment scenarios.

Our work presents a systematic empirical-performance-based comparative analysis
of two prominent VPN tunnelling protocols: OpenVPN [8] and WireGuard [9]. Our
selection of these specific protocols from numerous available alternatives is deliberate
and methodologically justified. OpenVPN, established in 2001 [8], represents the industry
standard in open-source VPN implementations with widespread enterprise adoption,
extensive documentation, and deployment flexibility. WireGuard, released in 2016 [10],
exemplifies modern VPN design principles with its minimalist codebase (approximately
4000 lines compared to OpenVPN’s 100,000+), kernel-level integration, and innovative
cryptographic foundation based on the Noise protocol framework [9].

OpenVPN offers mature security features, extensive configurability, and cross-
platform compatibility, making it suitable for diverse implementation scenarios. However,
its architectural complexity often results in higher computational overhead, potentially
impacting performance in resource-constrained environments such as virtualised systems
and cloud infrastructures [7,11,12]. Conversely, WireGuard employs contemporary crypto-
graphic standards with a streamlined codebase, promising enhanced speed and reduced
resource utilisation. Its simplified design makes it particularly attractive for performance-
sensitive applications [13] [13]. Despite WireGuard’s growing popularity, concerns persist
regarding its scalability, security implementation, and performance characteristics in pro-
duction environments, especially within cloud and virtualised infrastructures [13,14].

Emerging challenges in the quantum computing era also necessitate a re-evaluation
of VPN protocols. Shim et al. [15] proposed quantum-resistant VPN architectures that
could influence future protocol selection criteria. Additionally, enhancing security through
hardware security modules, as explored by Ehlert [16] for OpenVPN’s TLS-Crypt-V2
implementation, provides additional layers of protection but with significant performance
degradation, with even the fastest HSM being approximately 2700 times slower than the
software implementation.

While previous research has examined these protocols individually (e.g., [17,18]),
significant gaps remain in comparative analyses specific to cloud and virtualised environ-
ments [14]. Existing studies have typically focused on isolated performance metrics or
specific operational contexts, leaving a need for comprehensive evaluations under diverse,
realistic conditions. Our research addresses this gap through an empirical comparison of
OpenVPN and WireGuard across multiple performance metrics, including throughput,
latency, jitter, packet loss, CPU utilisation, and memory consumption.
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A distinguishing feature of our work is its evaluation framework, which encom-
passes both cloud-based environments (Microsoft Azure) and local virtualised platforms
(VMware), with simulations of real-world network challenges including high latency,
packet loss, and bandwidth fluctuations. This approach aligns with innovative methodolo-
gies in cloud-enhanced architectures for real-time data visualisation and decision making,
as demonstrated by Samanta et al. [19]. Furthermore, our research considers emerging tech-
nologies such as QUIC-tunnelling, which Hettwer [20] evaluated as a potential alternative
for VPN implementations, particularly under varying network conditions.

Additionally, we contribute a specialised testing toolkit (VPN_TEST [21]) that facil-
itates protocol evaluation across various platforms, enabling replication of our analysis
methodology and extension to additional protocols or deployment scenarios. This toolkit
complements recent developments in machine-learning-based security frameworks, as
explored by Ayub et al. [22], where they demonstrated how integrated blockchain and
machine learning frameworks enhance 6G network security through intelligent threat
analysis and decentralised architecture, with a primary focus on comprehensive security
optimisation rather than specific VPN protocol selection.

1.1. Contributions
The primary contributions of this research include the following;:

1.  Design and execution of a framework to carry out a comprehensive performance
evaluation comparing OpenVPN and WireGuard across multiple metrics (throughput,
latency, jitter, packet loss, CPU utilisation, and memory consumption) in both Azure
cloud and VMware virtualised environments. To the best of our knowledge, this is
the first evaluation attempt covering such a comprehensive and extensive range of
metrics.

2. Providing a systematic assessment of protocol performance under varying network
conditions that simulate real-world challenges, including high latency, packet loss,
and bandwidth fluctuations.

3.  Development of an automated testing toolkit enabling consistent protocol evaluation
and experimental replication.

4. Quantitative analysis of resource utilisation patterns for both protocols, with particular
focus on efficiency considerations in resource-constrained environments. To the best
of our knowledge, ours is the first study measuring the Security Efficiency Index (SEI)
in a comparative analysis of these two protocols.

5. Providing evidence-based recommendations for protocol selection based on specific
deployment scenarios and performance requirements in both cloud and virtualised
systems.

1.2. Article Structure
The remainder of this paper is organised as follows:

1. Section 2: Background Materials—provides theoretical foundations of VPN technolo-
gies, a technical analysis of OpenVPN and WireGuard architectures, and a systematic
review of the relevant literature focusing on performance comparisons.

2. Section 3: Methods—details the experimental methodology, including hardware spec-
ifications, software configurations, network condition parameters, and measurement
procedures.

3. Section 4: Results—presents quantitative performance data comparing OpenVPN and
WireGuard across the evaluated metrics.
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4. Section 5: Discussion—analyses experimental results, identifying protocol strengths
and limitations in various operational scenarios, and suggests directions for future
research.

5. Section 6: Conclusion—summarises key findings and practical implications.

2. Background Materials

VPN are essential for secure communication in both personal and professional set-
tings. Among the various protocols, OpenVPN and WireGuard have emerged as popular
choices due to their security features and performance characteristics. OpenVPN, an es-
tablished open-source solution, offers robust security and cross-platform compatibility. In
contrast, WireGuard is a newer protocol designed with modern cryptographic principles,
aiming for simplicity, speed, and ease of implementation [5,9,13]. This review focuses
primarily on performance-based studies of VPN protocols, with selected studies meeting
specific inclusion criteria to ensure relevance and rigour. Only research published between
2020 and 2025 was considered, ensuring the findings reflect the most current developments.
Studies were required to include a direct comparative analysis of VPN protocols including
at least OpenVPN or WireGuard, with clearly defined performance metrics. Additionally,
preference was given to those conducted across varied testing environments, including
cloud-based and virtualised contexts, to capture a broader understanding of protocol
performance in real-world scenarios.

2.1. Performance-Based Studies

Numerous investigations have been carried out to assess WireGuard and OpenVPN’s
performance, frequently contrasting them in diverse network scenarios and settings. For
example, the study by Mackey et al. [14] examined WireGuard and OpenVPN'’s perfor-
mance using an experimental configuration that included virtual computers and the cloud
(AWS). The main conclusions showed that WireGuard performed better than OpenVPN
in latency and throughput testing and used less CPU power. This direct comparison is
important since it shows that WireGuard outperforms OpenVPN in virtualised and cloud
contexts in terms of performance. The study’s small scope of network conditions examined,
however, may have limited how far the findings may be applied.

Similarly, Chua et al. [23] used both VMs and physical machines in their experimental
setup to compare the performance of free and open-source VPN software for remote access.
The findings indicated that OpenVPN needed to use more resources than WireGuard, with
WireGuard performing better in terms of throughput and latency. This study’s strength
is its thorough analysis of several VPN protocols and testing conditions. However, its
applicability to broader situations, especially those involving heterogeneous network
infrastructures, may be limited due to its focus on remote access scenarios.

When evaluating VPN solutions in the context of multi-region Kubernetes clusters,
Kumar Yedla [24] discovered that WireGuard performed better in dispersed settings of
this type. Conversely, OpenVPN has more resources overhead. This study emphasises
WireGuard’s effectiveness in circumstances involving multi-region deployments, making it
especially pertinent to cloud and containerised settings. However, the study’s applicability
to general-purpose VPN usage is limited by its specific focus on Kubernetes systems.

More recent research by Tian [5] has provided a comprehensive survey of VPN tech-
nologies, with significant attention to anti-detection strategies alongside traditional perfor-
mance and security considerations. This work is particularly relevant given the increasing
use of VPN technology in regions where network monitoring and censorship are preva-
lent. Tian’s [5] analysis covers various traffic camouflage techniques like V2Ray + mKCP,
ShadowSocks + KCPTUN, and Trojan’s HTTPS traffic mimicking, suggesting that pro-
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tocol selection should consider not only performance and security but also resistance to
fingerprinting and detection methods in censorship environments.

In another significant recent development, Xue et al. [25] identified that OpenVPN con-
figurations can be fingerprinted, potentially compromising user anonymity. This research
highlights an important security consideration that extends beyond traditional performance
metrics and may influence protocol selection for privacy-sensitive applications.

The evolution of tunnelling technologies is also relevant to this discussion. Hettwer [20]
evaluated QUIC-tunnelling as a potential alternative to traditional VPN protocols, finding
promising results for latency-sensitive applications. This study suggests that future VPN
implementations might benefit from incorporating QUIC-based approaches, particularly in
cloud environments where connection stability can be variable.

Table 1 below summarises key performance-based studies comparing OpenVPN and
WireGuard, highlighting their methodologies and principal findings.

Table 1. Performance-based studies.

Approach of

Area of

Year Reference Evaluation Contribution Metrics of Evaluation Findings
WireGuard demonstrates
superior performance
VPN technologies, Security features, compared to [Psec and
implementations performance, and OpenVPN due to
2025 [5] Survey prern T . ! lightweight design and
and anti-detection anti-detection
strategies capabilities 1-RTT handshake protocol,
though optimal selection
depends on specific use case
requirements
HSMs improve OpenVPN
. key security but with severe
Secunty enhancement, P 1t
Implementation OpenVPN performance impact performance penalties
2025 [16] panal sis TLS-Crypt-V2 with and im lementation, (2700x slower), increasing
y HSM integration corFr)l lexit DOS vulnerability.
prexaty Implementation viability
varies by HSM type
N OpgnVPN and Bandwidth, latency, WireGuard is
Empirical WireGuard . concluded to be the
2024 [18] . and file transfer .
analysis performance preferred choice for remote
. performance
comparison work
WireGuard'’s architectural
Empirical OpenVPN, Jitter, throughput, and simplicity and minimal
2024 [26] angl sis WireGuard, and latency during file overhead enable widespread
y IPSec evaluation transfers VPN deployment for IoT
device attack prevention
Packet size, WireGuard demonstrates
Comparative OpenVPN, number of flows superior performance in
2020 [27] . WireGuard, and !
analysis . packet rate, and controlled testbed
Linux IPSec . :
processing load environments
Empirical WireGuard and WireGuard achieves higher
2020 [28] anglysis OpenVPN Network throughput throughput performance

throughput analysis

compared to OpenVPN
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Table 1. Cont.

Year Reference I?EI:’I; ;z:g:);:f Co:tl;'?listfi on Metrics of Evaluation Findings
UDP and TCP
. goodput, WireGuard exhibits highest
2020 [17] Empirical S trzrllrgigiri’n d latency, CPU CPU utilisation and latency;
analysis OgenVPll\T utilisation, and OpenVPN shows highest
p connection connection initiation time
initiation time
WireGuard consistently
Empirical WireGuard and Throughput and CPU outperform.s OpenVPN n
2020 [14] analvsis OpenVPN tilisation both local virtual machine
y P and cloud-based (AWS)
environments
WireGuard outperformed
Svstematic OpenVPN in VMware (2x
cori arison of Throughput, latency, throughput, 4x lower packet
[Current Empirical Wireéuar d and jitter, packet loss, loss). Similar performance in
2025 Study] frarr{)ework OpenVPN in cloud resource utilisation, Azure baseline. OpenVPN

and virtualised

and Security
Efficiency Index

better for high-latency Azure
scenarios.

environments . .
Environment-specific

selection recommended

The studies consistently demonstrate WireGuard’'s performance advantages.
Mackey et al. [14] found that WireGuard outperformed OpenVPN in throughput tests
and used less CPU resources across both virtual machines and cloud environments. Simi-
larly, Dekker et al. [17] noted that while WireGuard generally performed better, specific
implementations could affect metrics like latency and CPU usage.

These findings indicate that WireGuard generally offers better throughput than Open-
VPN, likely due to its simpler codebase and modern cryptographic design. However,
performance can vary based on hardware capabilities, network conditions, and specific
implementations [14]. WireGuard’s native kernel implementation (used in this research)
typically provides optimal performance on modern Linux systems.

Recent studies have expanded the scope of performance considerations. Shim et al. [15]
proposed quantum-resistant VPN architectures that maintain an acceptable performance
while addressing emerging security concerns related to quantum computing. This research
highlights the importance of future-proofing VPN protocol selections against anticipated
technological developments.

2.2. Justification of Protocol Selection

The selection of WireGuard and OpenVPN from numerous available VPN solutions
was based on several well-defined criteria. OpenVPN was chosen due to its status as the de
facto standard in open-source VPN implementations with widespread enterprise adoption,
extensive documentation, and a proven track record across diverse deployment scenarios.
Its mature codebase (initially released in 2001) offers a historically validated baseline against
which newer protocols can be assessed [8]. WireGuard, in contrast, represents the cutting
edge of VPN technology with its innovative approach: a minimalist codebase approximately
1/20th the size of OpenVPN (4000 vs. 100,000+ lines of code), integration into the Linux
kernel since version 5.6, and a fundamentally different cryptographic foundation based on
the Noise protocol framework [9].
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Recent developments have further justified this selection. Research by Ehlert [16] on
integrating hardware security modules with OpenVPN’s TLS-Crypt-V2 implementation
demonstrates the protocol’s continued evolution and adaptability to emerging security
requirements. Similarly, Tian’s [5] comprehensive survey of VPN technologies highlights
both OpenVPN and WireGuard as protocols with distinct characteristics, with OpenVPN
representing SSL/TLS-based web approaches and WireGuard exemplifying modern OS-
based implementations with streamlined cryptographic design.

Table 2 presents a comparative analysis of these protocols’ key features, highlighting
their architectural and operational differences.

Table 2. Feature comparison of WireGuard and OpenVPN.

References Feature Category Specification WireGuard OpenVPN
[8,9] Development timeline First release 2016 2001
[29] Code complexity Codebase size ~4000 lines ~100,000+ lines
. . Kernel module (Linux); .
[8,10] Architecture Implementation model Userspace (other OS) Userspace application
. ChaCha20, Poly1305, .
[8,10] 'Cryptograp}.uc Encryption algorithms Curve25519, BLAKE2s, OPenSSL llbrary
implementation (various algorithms)
HKDF
[5,16] Security protocol Authentication Noise protocol TLS with certificates
framework framework
Connection Multi-round TLS
[5,8] Network protocol establishment 1-RTT handshake handshake
Administrative Configuration Low (few High (highly
[5,25] : . , . . ;
complexity requirements configuration options) configurable)
Network Protocol and port . Configurable ports
[8,10] infrastructure usage Single UDP port (TCP/UDP)
Recent studies by Tian [5], Ehlert [16], and Ostroukh et al. [29] suggest that these pro-
tocols represent opposite ends of the VPN design spectrum, with OpenVPN emphasising
flexibility and configurability while WireGuard prioritises simplicity and performance,
making them ideal candidates for comprehensive comparison. Furthermore, both protocols
support the platforms under investigation (Azure cloud and VMware virtualised environ-
ments) without modification, ensuring a fair comparison unaffected by implementation
differences.
2.3. Security Considerations
While performance is crucial, security remains a fundamental aspect of VPN protocol
selection. Table 3 summarises the security features of prominent VPN protocols based on
previous research.
Table 3. Security feature comparison of VPN protocols.
VPN References Encryption Implementation Configuration  Authentication  Forward Overall Security
Protocol Strength Security Security Robustness Secrecy Rating
IPSec [30,31] Very high Medium Low Very high High High
L2TP [32] Very low Low Medium Low None Low
IKEv2 [33,34] Very high High Medium Very high High Very high
PPTP [4,35] Very low Very low High Low None Very low




Computers 2025, 14, 326

8 of 52

Table 3. Cont.

VPN References Encryption Implementation Configuration  Authentication  Forward Overall Security
Protocol Strength Security Security Robustness Secrecy Rating
PPTP/L2TP [36] High Medium Medium High Medium High
L2TP/IPSec [4,30,32] Very high High Medium Very high High Very high
WireGuard [9,13] Very high Very high Very high High High Very high
OpenVPN  [4,16,32,35] Very high High Medium Very high High Very high

GRE [13] None N/A High None None Very low

SSTP [33,35] High Medium Medium High Medium High
qTi}JIS;\IT\T et [15] Very high High Medium Very high Very high Very high

Both WireGuard and OpenVPN demonstrate strong security characteristics across all
evaluated features, further justifying their selection for this work. Other protocols worthy
of attention and research in cloud environments are SSTP and IKEv2 [33-35]. Various VPN
protocols offer different security approaches and trade-offs. L2TP provides no encryption
and relies on underlying protocols, whilst PPTP uses weak MS-CHAP authentication
and RC4 encryption, though their combination can provide IPSec encryption over PPTP
tunnelling [32,35,36]. Modern solutions like WireGuard employ ChaCha20-Poly1305 with
Curve25519, offering contemporary, audited cryptography in approximately 4000 lines of
code compared to OpenVPN’s 70,000+, with formal verification completed. WireGuard'’s
fixed cryptographic suite eliminates misconfiguration risks, although its pre-shared key
model is simpler but less flexible than certificate-based systems [9,13].

In contrast, OpenVPN supports multiple strong ciphers, including AES-256-GCM
and ChaCha20-Poly1305, and its mature codebase has undergone extensive field test-
ing, though this presents a larger attack surface, where multiple configuration options
increase misconfiguration potential. OpenVPN supports certificates, pre-shared keys,
and multi-factor authentication, whilst GRE remains a tunnelling protocol without built-
in encryption [4,13,16,32,35]. Looking forward, quantum-resistant algorithms provide a
conventional cryptography fallback, and post-quantum key exchange mechanisms offer
enhanced forward secrecy [15].

Security Rating Methodology

i.  Encryption strength: based on cryptographic primitives’ strength and implementation
quality.

ii. Implementation security: code quality, audit history, and attack surface size.

iii. Configuration security: resistance to misconfiguration and default security posture.

iv.  Authentication robustness: strength and flexibility of authentication mechanisms.

v.  Forward secrecy: quality of ephemeral key exchange implementation.

vi. Very high: modern AEAD ciphers, strong key sizes, proven algorithms.

vii. High: strong conventional encryption with proper authentication.

viii. Medium: adequate encryption with some limitations.

ix. Low: weak or outdated cryptographic methods.

x.  Very low: broken or trivially compromised encryption.

2.4. Research Justification and Gaps

Whilst the existing literature provides valuable insights into the performance differ-
ences between WireGuard and OpenVPN, several gaps remain: limited testing in cloud
environments, particularly Azure; insufficient attention to jitter and packet loss metrics;
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and minimal analysis of performance under varying network conditions, especially in
scenarios reflecting industrial network environments.

Our work addresses these gaps by evaluating WireGuard and OpenVPN in both Azure
and VMware environments, with comprehensive measurement of throughput, latency,
jitter, packet loss, and resource utilisation. By focusing on these metrics across varied
conditions, this research aims to provide practical insights for network administrators
selecting and optimising VPN solutions for diverse deployment scenarios.

The choice to focus on WireGuard and OpenVPN is supported by their widespread
adoption and contrasting design philosophies and OpenVPN'’s established flexibility versus
WireGuard’s modern efficiency approach [4]. As organisations increasingly migrate to
cloud platforms, understanding VPN protocol performance in these environments becomes
critical for ensuring secure and efficient operations [37,38]. For this study, we define secure
and efficient VPN solutions as network tunnelling protocols that achieve an optimal balance
between robust security mechanisms and high-performance data transmission capabilities
across diverse deployment environments.

Recent research by Samanta et al. [19] highlights the growing importance of efficient
and reliable data transmission in cloud-based battery management systems, thereby re-
inforcing the broader need for robust network infrastructure in industrial IoT contexts.
Additionally, the emergence of machine-learning-based security frameworks, as explored
by Javed et al. [39], suggests potential future directions for enhancing network security
through the optimisation of VPN usage in detecting and mitigating cyber threats to indus-
trial cyber—physical systems within increasingly complex digital environments.

2.5. Performance-Security Trade-Offs

While existing studies have compared different VPN protocols” performance charac-
teristics, there is limited research systematically quantifying the performance overhead
introduced by VPN security mechanisms. The fundamental challenge in VPN deploy-
ment involves balancing security requirements with acceptable performance levels [5,6].
Most comparative studies focus on relative performance between protocols rather than
measuring the absolute cost of implementing VPN security. Understanding these security
overheads, calculated as the difference between baseline (non-VPN) performance and VPN-
enabled performance, provides critical insights for network architects making deployment
decisions.

The existing literature provides substantial evidence on the relationship between
security implementations and system performance metrics in various networking contexts.
Gentile et al. [40] examined VPN performance on constrained hardware infrastructures
within IoT environments, establishing baseline metrics for resource-limited scenarios,
while Gatti et al. [41] specifically investigated the performance—protection balance in
video security applications, highlighting how encryption mechanisms impact streaming
quality and processing overhead. Ghanem et al. [42] conducted a comparative analysis
between IPsec and OpenVPN protocols in smart grid environments, quantifying bandwidth
consumption and latency implications across different security configurations, which
revealed protocol-specific overhead patterns relevant to critical infrastructure.

Complementing these studies, Jucha and Yeboah-Ofori [43] provided a comprehensive
evaluation of how various cryptographic and hashing algorithms affect site-to-site VPN
implementations, documenting the resource utilisation disparities between lightweight and
robust security mechanisms. Recent research by Xue et al. [25] has introduced additional
considerations regarding protocol fingerprinting and detection resistance, suggesting that
privacy-preserving characteristics should be factored into performance-security evalua-
tions.
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The quantum computing challenge addressed by Shim et al. [15] introduces another
dimension to security—performance trade-offs, as quantum-resistant algorithms typically
require additional computational resources. Similarly, Ehlert’s [16] work on hardware
security modules demonstrates how physical security enhancements can complement
software-based protections, but at the cost of substantially reduced performance, creating a
noteworthy increase in DOS attack surface vulnerability.

Despite these valuable contributions, the literature lacks standardised methodologies
for quantifying security—performance trade-offs, which our work addresses through the
introduction of specific measurement frameworks: the Performance Degradation Ratio
(PDR), Resource Utilisation Difference (RUD), and Security Efficiency Index (SEI).

By systematically measuring baseline performance and comparing it with VPN-
enabled scenarios, this research provides network administrators with actionable data
on the precise performance costs associated with implementing WireGuard and OpenVPN
security protocols in various deployment scenarios. This approach is particularly rele-
vant given the increasing integration of security technologies in cyber—physical systems.
Javed et al. [39] explore how federated learning models can enhance intrusion detection
while preserving data privacy in IoT environments. Their research acknowledges com-
putational challenges in implementing these advanced security frameworks, noting that
resource consumption must be considered alongside security effectiveness, especially in
distributed environments with varying computational capabilities.

3. Methods

Our work employs an experimental quantitative research framework, specifically
the PoS framework (setup, measurement, and evaluation phases) as proposed by
Gallenmidiller et al. [27], with a novel integration approach to thoroughly evaluate the
performance of OpenVPN and WireGuard VPN protocols in virtualised and cloud contexts.

3.1. Research and Experimental Design

The fundamental research objective of this work is to quantify the performance trade-
offs that occur when security is introduced through VPN protocols. By establishing baseline
performance metrics in non-VPN environments and comparing them with the same metrics
when using WireGuard and OpenVPN, we aim to precisely measure the cost of security in
terms of network performance and resource utilisation.

Our research approach differentiates itself through several key methodological inno-
vations:

i.  Dual-environment comparative framework: our research uniquely bridges both cloud-
native (Azure) and traditional virtualised (VMware) infrastructures, allowing for
the isolation of infrastructure-specific variables affecting protocol performance—a
significant advancement over single-environment studies prevalent in the current
literature.

ii. Cross-regional cloud testing methodology: our testing between European and North
American data centres introduces realistic global latency factors that reflect actual
enterprise deployment scenarios, providing more applicable results than laboratory-
only evaluations.

iii. Comprehensive performance metrics integration: while existing studies often focus
on throughput alone, our framework integrates a holistic set of metrics (throughput,
latency, jitter, packet loss, and system resource utilisation) to fully characterise VPN
protocol behaviour.

iv. Systematic network impairment analysis: our research introduces artificial latency and
packet loss through a structured experimental design that systematically isolates these
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variables’ impacts on VPN protocol performance—a key innovation for understanding

protocol behaviour under suboptimal conditions.

v.  Security Efficiency Index (SEI): we developed a composite metric that quantifies the
efficiency of security implementation by relating performance degradation to resource
utilisation increases, providing a new and meaningful way to compare protocol
efficiency beyond raw performance numbers.

This methodological approach delivers practical insights for network architects while
maintaining scientific rigour, addressing a critical gap in the comparative literature on VPN
protocol performance in virtualised environments. Figure 2 illustrates the experimental
framework adopted in our research.

Setup Phase

; Azure Cloud VMware
i Environment Environment 5
2 2 VMs (2vCPUs, 4GB RAM) 2 VMs (2vCPUs, 4GB RAM) :
; West Europe (Client) VMware Workstation 17 :
! East US (Server) LAN Environment '
: Ubuntu 24.04 LTS Ubuntu 24.04 LTS ;
b ﬁ WireGuard v1.0.20210914 | OpenVPNv2.6.12  f-========-=-"
L J ““““““““““““““““““““ Al

Measurement Phase

Test Scenarios

Loss

Tools: iperf3, ping, tc netem

R } ______________________________________ .

Performance Meftrics

TCP/UDP Throughput, Latency, Jitter, Packet Loss, CPU/
Memory Utilisation

f Baseline Performance High Latency/Packet :

Evaluation Phase

Descriptive Statistics (Mean, Median, SD, CI)

ISecurity-Performance Trade-off Analysis|
PDR,RUD,SEI, Outlier Analysis (IQR Method)

Figure 2. Experimental framework using edge-fog—cloud architecture.

3.1.1. Edge-Fog—Cloud Architecture Distinction in the Experimental Framework

Our experimental framework (Figure 2) leverages the edge—fog—cloud computing
paradigm to systematically evaluate VPN performance across distributed environments.
Each computational tier presents distinct network characteristics that directly impact VPN
protocol behaviour: the edge layer represents client-side VPN endpoints with ultra-low
latency requirements (<10 ms) and direct device communication. Limited computational
resources necessitate efficient VPN protocols with minimal overhead for real-time applica-
tions.

The fog layer simulates intermediate processing nodes (our VMware environment)
with moderate latency (10-100 ms) and regional network aggregation. This tier tests VPN
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performance under controlled conditions typical of campus or metropolitan deployments
where protocol efficiency balances security and throughput.

The cloud layer encompasses our Azure cross-regional deployment (West Europe/East
US) with variable high latency (>100 ms) and global distribution. VPN protocols must
handle complex routing paths and variable network conditions characteristic of enterprise
WAN scenarios.

3.1.2. Framework Integration

This three-tier approach enables comprehensive VPN protocol evaluation across the
complete spectrum of modern network deployments. Edge-to-cloud tunnels test protocol
resilience under high-latency, variable conditions, whilst edge-to-fog scenarios evaluate
efficiency in stable, low-latency environments. Our results demonstrate that optimal VPN
protocol selection depends critically on the specific deployment tier rather than universal
protocol characteristics.

3.2. Setup Phase (Environment Setup)

To offer a thorough and reliable comparison between WireGuard and OpenVPN, we
implemented tests in two different environments with a cross-validation methodology.

3.2.1. Cloud Environment (Azure)

As shown in Figure 3, this setup consisted of two VMs deployed in different re-
gions (West Europe for the client and East US for the server), with each VM allocated
2 vCPUs, 4 GB of RAM, and 30 GB of drive space. This configuration emulates real-world
scenarios where resources are connected across different geographic regions—an important
contribution, as most existing studies focus only on local network testing.

Client VM Server VM
West Europe East US

Azure VPN Gateway

[T

sammmmnunan sammmmnunn
PSS P/
—

Direct Connection For
Baseline

Figure 3. Azure cross-regional cloud deployment setup.

3.2.2. Virtualised Local Environment (VMware)

This setup comprised VMware Workstation 17 Player with two Ubuntu VMs, each
configured with 2 vCPUs, 4 GB of RAM, and 50 GB of disk drive space, connected through
a VMware virtual network, simulating a LAN environment. This configuration provides
insights into VPN performance in controlled network conditions, serving as an important
reference point against the more variable cloud environment. This is further illustrated in
Figure 4.

3.2.3. Software Versions and Configuration

We employed WireGuard (v1.0.20210914) and OpenVPN (v2.6.12), deployed on
Ubuntu 24.04 LTS across all virtual machines. Our study’s innovative contribution lies in
testing these protocols with identical configurations across both environments, eliminating
configuration variables that have confounded previous comparative studies.
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Ubuntu VM
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Ubuntu VM

VPN Connection
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Figure 4. VMware virtualised local environment configuration.

3.3. Measurement Phase

We developed two meticulously designed test scenarios to evaluate WireGuard and
OpenVPN's functionality in environments that closely mimic actual use. Our custom
Python-based (v3.12.3) automation toolkit represents a significant methodological innova-
tion through the following:

i.  Reproducible testing framework: unlike many previous studies that rely on manual
testing procedures, our automation toolkit ensures perfect consistency in test execution
across all scenarios, eliminating procedural variables that could affect results.

ii. Precisely controlled impairment: our toolkit’s integration with network impairment
tools (tc netem) allows for precise control over network degradation scenarios, en-
abling the consistent application of identical impairment conditions across test itera-
tions.

iii. Comprehensive data collection: rather than focusing on limited metrics, our toolkit
simultaneously captures network performance and system resource utilisation, pro-
viding a multi-dimensional view of protocol behaviour.

Table 4 below presents these test scenarios.

Table 4. Test scenarios.

Test. Objective Measurement Performance Metrics Test Parameters Statistical Approach
Scenario Tools
. TCP throughput, UDP Mean, median, std
. Establish network throughput, UDP . .
Baseline 20 trials per test, 10 dev, min/max,
performance . . packet loss, latency, .
Performance iperf3, ping s measurement coefficient of

benchmarks under

jitter, packet loss,

. . o
Assessment optimal conditions CPU/memory duration vz.arlahor}, 95%
S confidence intervals
utilisation
TCP throughput, UDP 100 ms a r.t 1f1c.1al .
latency injection, Mean, median, std
Adverse . . throughput, UDP o .
Evaluate protocol  iperf3, ping, tc 1% packet loss dev, min/max,
Network e ' packet loss, latency, . . .
i resilience under netem traffic .. simulation, 20 coefficient of
Conditions jitter, packet loss, . - o
. . degraded network controls trials per test, 10 s variation, 95%
Simulation CPU/memory . .
S measurement confidence intervals
utilisation .
duration

3.3.1. Performance Metrics

To provide comprehensive insight into VPN performance, we measured the following

parameters:
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1.  Throughput (Mbps): Shows the successful data transfer rate, which is crucial for
assessing the VPN tunnel’s effectiveness [44]. Our innovation lies in measuring this
under both ideal and impaired conditions to reveal protocol resilience.

2. Latency (ms): measures communication delay, which is important for real-time appli-
cations [44].

3. Jitter (ms): Represents the variation in latency, which has an impact on the voice and
video communication quality [45]. Our methodology uniquely incorporates jitter as a
key metric for VPN quality assessments.

4.  Packet loss (%): The percentage of packets that are dropped during transmission,
resulting in dropped packets and poor performance. Our approach innovatively
measures both natural and artificial packet loss conditions.

5. CPU utilisation (%): The percentage of CPU resources used by the VPN process, which
represents computational overhead. Our methodology uniquely captures per-process
CPU utilisation to isolate VPN protocol overhead.

6. Memory usage (MB): The amount of memory used by the VPN process; this is
important information in contexts with limited resources. We employ precise memory
tracking to quantify the exact memory footprint of each protocol.

The selection of these metrics is based on their relevance to VPN performance and abil-
ity to provide a comprehensive view of both network-level and system-level performance,
building on previous research by Mackey et al. [14].

Our methodological innovation includes the simultaneous measurement of these
metrics to reveal correlations between network performance and system resource utilisation
that have not been adequately explored in previous research.

3.3.2. TCP Congestion Control Algorithm Configuration

Our TCP throughput measurements were conducted using the default TCP conges-
tion control algorithm configuration present in Ubuntu 24.04 LTS (CUBIC). This decision
represents a carefully considered methodological choice designed to reflect real-world
deployment scenarios while maintaining experimental validity and providing controlled
comparison conditions for VPN protocol evaluation.

CUBIC was selected as the baseline algorithm based on a comprehensive justification
across multiple dimensions:

i.  Ecological validity and deployment representativeness: CUBIC represents the de-
fault configuration across the most widely deployed Linux distributions, including
Ubuntu Server (all LTS versions since 14.04), Red Hat Enterprise Linux (RHEL 7+),
CentOS/Rocky Linux/AlmaLinux, SUSE Linux Enterprise Server, and Debian stable
releases. This widespread adoption means that approximately 70% of enterprise VPN
deployments operate with CUBIC by default, making our results directly applicable
to the majority of production environments where administrators utilise standard
system configurations without specialised TCP tuning.

ii.  Algorithm maturity and behavioural consistency: CUBIC provides predictable perfor-
mance patterns across different network conditions through its loss-based congestion
detection mechanism, enabling a fair protocol comparison without algorithm-induced
variability. The algorithm’s well-documented performance profile and mature Linux
kernel implementation minimise the risk of algorithm-specific bugs affecting experi-
mental results, providing a stable foundation for interpreting VPN-specific interac-
tions.

iii. Methodological control and variable isolation: The decision to maintain CUBIC across
all test scenarios serves critical experimental design principles by eliminating con-
founding variables and enabling a direct protocol comparison. Using a single con-
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gestion control algorithm isolates protocol-specific performance characteristics from
algorithm-specific effects, ensuring that the observed performance differences stem
from VPN protocol design rather than TCP algorithm variations. Testing multiple
combinations would require significantly larger sample sizes to achieve statistical
power.

iv. Protocol-specific interaction characteristics: CUBIC’s characteristics make it particu-
larly suitable for evaluating VPN protocol differences. For OpenVPN'’s TCP mode,
CUBIC’s window-based approach directly interacts with TCP encapsulation, with loss-
based congestion detection providing clear signals when TCP-over-TCP tunnelling
issues occur. For WireGuard’s UDP transport, CUBIC’s behaviour with application-
layer TCP traffic isolates the protocol’s forwarding efficiency while eliminating TCP
algorithm bias since WireGuard itself does not implement congestion control.

v.  Research baseline establishment: establishing CUBIC as a research baseline enables
reproducible results using widely available default configurations, provides a com-
parative framework for future studies evaluating alternative algorithms (BBR, Vegas,
and Reno), and allows organisations to estimate potential gains from TCP tuning by
comparing alternative algorithms against our baseline.

We acknowledge that TCP congestion control algorithm selection significantly impacts
VPN performance characteristics, particularly for OpenVPN’s TCP mode [46]. Our results
specifically reflect the CUBIC algorithm behaviour interacting with each VPN protocol’s
transport mechanisms. WireGuard’s UDP-based transport is not directly affected by TCP
congestion control, while OpenVPN’s TCP mode performance reflects the interaction
between CUBIC’s loss-based congestion detection and the protocol’s encapsulation strategy.

Limitations and algorithm-specific considerations: We explicitly acknowledge that
CUBIC’s loss-based approach may not represent an optimal performance for either protocol
under all network conditions. Buffer bloat scenarios might favour alternative algorithms
like BBR, while high-bandwidth, high-latency networks could benefit from different con-
gestion control approaches. Different algorithms may interact more favourably with
specific VPN protocols: BBR’s bandwidth-delay product estimation might complement
WireGuard’s UDP transport, while Vegas’s delay-based approach could mitigate Open-
VPN’s TCP-over-TCP performance issues.

The choice to maintain consistent congestion control across all tests enables the isola-
tion of protocol-specific performance characteristics under standardised conditions. While
this approach may not represent an optimal performance for either protocol under all
network conditions, it provides a controlled comparison framework that reflects common
deployment scenarios and establishes a baseline for future optimisation research.

Future research examining the interaction between different congestion control al-
gorithms (BBR, Vegas, and Reno) and VPN protocols would complement these findings
by exploring optimisation opportunities for specific network conditions, investigating
dynamic algorithm selection based on detected network characteristics, and validating
results in production environments.

3.4. Evaluation Phase (Data Collection and Analysis)

Data was collected using the tools and procedures previously described, then analysed
using Microsoft Excel and R (version 4.4.3). Our analytical approach introduces several
innovations:

i.  Integrated statistical framework: unlike many networking studies that report only
simple averages, our approach employs a comprehensive statistical framework in-
cluding descriptive statistics (mean, median, standard deviation, and coefficient of
variation) and inferential statistics (paired t-tests with p < 0.05 threshold).



Computers 2025, 14, 326

16 of 52

ii.  Effect size quantification: we introduced Cohen’s d effect size calculations to quantify
the magnitude of observed differences, moving beyond simple statistical significance
to assess practical relevance.

iii. Methodical outlier analysis: our approach employs the interquartile range (IQR)
method for outlier detection, with analyses conducted both with and without these
values to assess their impact—a significant improvement over studies that either
ignore outliers or remove them without documentation.

Visualisations followed Tufte’s principles, maximising the data-to-ink ratio, avoiding
unnecessary chart elements, ensuring clear and consistent labelling, including error bars on
all measurements, using colourblind-friendly palettes, and maintaining consistent scales
across visualisations [46]. To support reproducibility, raw data is publicly available through
a dedicated repository, with analysis scripts published alongside it [21].

3.4.1. Root Cause Analysis Framework

To distinguish between configuration-related issues and architectural factors in ob-
served performance differences, we implemented a systematic analysis approach:

i.  Configuration validation: All VPN configurations were validated using identical
security parameters and network settings. Protocol-specific configurations were
optimised according to vendor best practices to ensure fair comparison.

ii. System-level monitoring: we employed system monitoring tools (e.g., top) to analyse
packet flow, buffer utilisation, and resource consumption patterns during testing,
enabling the identification of bottlenecks and processing inefficiencies.

iii. Comparative analysis: performance anomalies (such as high packet loss rates) were
analysed across both environments to distinguish environment-specific issues from
protocol-inherent characteristics.

This framework enabled the identification of architectural factors contributing to per-
formance differences rather than attributing variations solely to configuration differences.

3.4.2. Statistical Analysis Methods

Statistical significance was assessed using paired t-tests for normally distributed data
and Mann-Whitney U tests for non-parametric comparisons. The Shapiro-Wilk test was
used to assess normality (x = 0.05). Effect sizes were calculated using Cohen’s d for
parametric tests and Cliff’s delta for non-parametric tests. Statistical significance was set
at p < 0.05, with the Bonferroni correction applied for multiple comparisons within each
metric category. The effect size interpretation followed Cohen’s conventions: small effect:
d = 0.2 (or Cliff’s delta = 0.147), medium effect: d = 0.5 (or Cliff’s delta = 0.33), and large
effect: d = 0.8 (or Cliff’s delta = 0.474) [47].

3.5. Baseline vs. VPN Performance Comparison

To quantify the performance impact of implementing VPN security protocols, all test
scenarios were executed in both non-VPN (baseline) and VPN-enabled configurations.
This direct comparison methodology isolates the performance costs attributable to each
protocol’s security mechanisms.

We measured the security overhead using the details in Table 5 below, introducing the
novel Security Efficiency Index as a key methodological innovation.

The Security Efficiency Index represents a significant innovation in the VPN protocol
evaluation methodology as it provides a unified metric that balances performance impact
against resource costs—a critical consideration for practical deployments that has been
largely overlooked in the existing literature.
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Each metric was analysed using paired statistical tests to determine if the differences
between baseline and VPN performance are statistically significant (p < 0.05), with effect
size calculations providing insight into the practical significance of these differences.

Table 5. Security overhead measurement.

Metric Formula Description
Quantifies percentage
Performance PDR = (Baseline_Metric — performance reduction when
Degradation Ratio (PDR) VPN_Metric)/ Baiehne_Metrlc implementing VPN security
x 100% compared to unencrypted

baseline communication

Alternative calculation for

. PDR = (VPN_Metric — metrics where increased
Performance Degradation . . o
Ratio (Inverse Metrics) Baseline_Metric)/ values indicate degraded
Baseline_Metric x 100% performance (e.g., latency and

resource utilisation)

Measures absolute increase in

Resource Utilisation RUD = VPN_Resource_Usage system resource consumption
Difference (RUD) — Baseline_Resource_Usage attributable to VPN
implementation

Quantifies the trade-off
between retained performance
and increased resource
utilisation; higher values
indicate more efficient security
implementation

Security Efficiency Index (SEI) SEI = (1 — PDR/100)/RUD

Real-World Applications of the Security Efficiency Index

The Security Efficiency Index methodology provides network administrators with a
practical framework for evidence-based VPN protocol selection and deployment decisions.
This section examines how the SEI can be applied in operational environments to optimise
security implementations whilst managing resource constraints.

i.  Strategic VPN Protocol Selection

The SEI enables administrators to move beyond intuitive protocol selection by provid-
ing a quantitative framework that balances security overhead against resource consumption.
Unlike traditional approaches that focus primarily on throughput or latency metrics in
isolation, the SEI methodology incorporates the critical dimension of resource utilisation.
For organisations evaluating protocol migrations or new deployments, the SEI provides
objective criteria for protocol selection based on their specific infrastructure characteristics
and performance requirements.

ii. Environment-Specific Optimisation

Our findings demonstrate that protocol efficiency varies significantly across different
infrastructure platforms, challenging the assumption of universal protocol superiority.
Network administrators can leverage these environment-specific SEI patterns to implement
tailored VPN strategies rather than applying uniform solutions across heterogeneous
environments. This approach is particularly valuable for organisations operating hybrid
cloud deployments or mixed virtualisation platforms, where different protocols may be
optimal for different network segments. The SEI methodology enables administrators
to quantify these differences and make informed decisions about where to deploy each
protocol for maximum efficiency.

iii. Resource Planning and Cost Management
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The SEI provides a unified metric for evaluating the true cost of security implemen-
tation by quantifying the relationship between performance degradation and resource
consumption. This capability is essential for capacity planning and budget allocation, as
administrators can calculate the actual overhead of security protocols rather than relying
on theoretical estimates. By incorporating both performance impact and resource util-
isation into a single metric, the SEI enables more accurate forecasting of infrastructure
requirements and operational costs associated with VPN deployments.

iv. Application-Specific Protocol Deployment

The metric-specific nature of the SEI analysis enables administrators to align VPN
protocol selection with specific application requirements. For latency-sensitive applications
such as real-time communications or financial trading systems, administrators can prioritise
protocols with superior latency SEI scores. Conversely, bandwidth-intensive applications
such as file transfers or video streaming may benefit from protocols that demonstrate better
throughput efficiency ratings. This granular approach to protocol selection optimises both
security and performance for diverse application portfolios.

v.  Performance Baseline Establishment and Monitoring

The SEI methodology provides a standardised framework for establishing perfor-
mance baselines and monitoring security overhead over time. This capability enables
administrators to detect performance degradation, validate the impact of infrastructure
changes, and make data-driven decisions about when protocol migrations or infrastructure
upgrades become necessary. The quantitative nature of the SEI also facilitates trend analysis
and predictive capacity planning, supporting proactive rather than reactive infrastructure
management approaches.

3.6. Summary of Methodology

Our methodology offers a scientifically rigorous approach to address the research ob-
jectives, with several key innovations in measurement, analysis, and metrics development.
The experimental design includes metrics, contexts, and instruments carefully chosen to
meet these objectives. The test plan ensures the methodology is applied systematically,
enhancing the validity and reliability of the results.

In terms of limitations, we acknowledge that our work has remained focused on
Linux-based systems only, with limited scaling testing (only two VMs per environment).
However, our innovative cross-validation methodology between virtualised and cloud
environments provides strong evidence that our findings are generalizable across similar
infrastructure configurations. The automation toolkit we have developed [21] establishes
a foundation for reproducible research that extends beyond this specific study, enabling
future researchers to build upon our methodological framework.

The automation toolkit we developed [21] establishes a foundation for reproducible
research that extends beyond this specific study, enabling future researchers to build upon
our methodological framework.

3.7. Analyses of Related Work

This section provides a comprehensive review of the state-of-the-art research across
multiple domains that inform our investigation of VPN protocol performance in cloud
and virtualised environments. The related work is organised into key thematic areas that
collectively establish the theoretical and empirical foundation for this study.

3.7.1. VPN Protocol Performance Analysis

i.  Traditional Performance Evaluation Studies
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A comparative analysis of VPN protocols represents an active research domain, with
numerous studies establishing performance benchmarks across diverse network scenar-
ios. Mackey et al. [15] conducted seminal work comparing WireGuard and OpenVPN
performance in both virtual machine and AWS cloud environments, demonstrating Wire-
Guard’s superior throughput performance and reduced CPU utilisation. While this study
established important precedents for a cloud-based VPN performance evaluation, its scope
remained constrained by specific AWS deployment configurations.

Building on this foundation, Chua et al. [23] expanded the evaluation scope to include
both virtual machines and physical hardware, providing a more comprehensive view of
resource utilisation patterns. Their findings consistently showed WireGuard’s performance
advantages, particularly in remote access scenarios, while highlighting OpenVPN’s higher
resource overhead. However, their focus on remote access scenarios may limit applicability
to enterprise-grade site-to-site VPN deployments.

Recent empirical analyses have further validated these performance patterns. Studies
by Kumar Yedla [24] specifically examined VPN performance in multi-region Kubernetes
clusters, revealing WireGuard's effectiveness in distributed containerised environments.
This research is particularly relevant given the increasing adoption of cloud-native architec-
tures and microservices deployments.

ii. Advanced Performance Metrics and Methodologies

Beyond basic throughput and latency measurements, recent research has introduced
more sophisticated performance evaluation frameworks. Dekker et al. [17] conducted
comprehensive analyses incorporating jitter, CPU utilisation, and connection establishment
times, revealing detailed performance characteristics that simple throughput tests might
miss. Their work demonstrated that while WireGuard generally outperforms OpenVPN,
specific implementation details and network conditions can significantly influence results.

The introduction of standardised performance metrics has been crucial for advancing
the field. Recent studies have proposed frameworks for measuring the Performance
Degradation Ratio (PDR), Resource Ultilisation Difference (RUD), and Security Efficiency
Index (SEI), providing more intricate approaches to evaluating VPN performance trade-offs.

3.7.2. Cloud Infrastructure and Virtualisation Performance

i.  Cloud Platform-Specific Optimisations

The performance characteristics of network protocols in cloud environments differ
significantly from traditional on-premises deployments. Research in cloud networking has
identified platform-specific optimisations and constraints that affect VPN performance.
Microsoft Azure’s networking architecture, for instance, introduces unique latency and
throughput characteristics that may influence protocol selection decisions.

Virtualisation overhead studies have consistently shown that network-intensive ap-
plications experience performance degradation in virtualised environments. However,
the extent of this degradation varies significantly based on the virtualisation platform,
hypervisor configuration, and underlying hardware capabilities. VMware’s networking op-
timisations, including VMXNET3 and SR-IOV support, can substantially improve network
performance for VPN applications.

ii. Container Networking and Orchestration

The rise of containerised applications and orchestration platforms like Kubernetes has
introduced new challenges and opportunities for VPN deployment. Kumar Yedla’s [24]
research on multi-region Kubernetes clusters demonstrates how container networking
models can influence VPN protocol performance, particularly in scenarios involving service
mesh architectures and east-west traffic patterns.
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Container networking solutions, including Calico, Flannel, and Cilium, implement
various approaches to network overlay and encapsulation, which can interact with VPN
protocols in complex ways. Understanding these interactions is crucial for organisations
deploying VPN solutions in cloud-native environments.

3.7.3. Network Security and Cryptographic Performance
i.  Cryptographic Algorithm Performance Analysis

The choice of cryptographic algorithms significantly impacts VPN performance. Wire-
Guard'’s fixed cryptographic suite (ChaCha20-Poly1305, Curve25519, and BLAKE2s) repre-
sents a deliberate design decision to prioritise performance and security over configurability.
Research comparing different cipher suites has consistently shown that modern AEAD
(Authenticated Encryption with Associated Data) ciphers like ChaCha20-Poly1305 offer
excellent performance characteristics, particularly on processors without dedicated AES
acceleration.

OpenVPN's flexibility in cryptographic algorithm selection allows for optimisation
based on specific hardware capabilities and security requirements. However, this flexibility
introduces configuration complexity and potential for suboptimal choices. Studies have
shown that AES-256-GCM typically provides the best balance of security and performance
on modern x86 processors with AES-NI support.

ii. Hardware Security Module Integration

Recent research by Ehlert [16] has explored the integration of hardware security
modules (HSMs) with VPN protocols, specifically examining OpenVPN’s TLS-Crypt-V2
implementation. While HSMs provide enhanced key security, they introduce substantial
performance penalties (up to 2700 slower in some configurations) and increase vulnera-
bility to Denial-of-Service attacks. This research highlights the complex trade-offs between
security and performance in enterprise VPN deployments.

The emergence of hardware-based security features, including Intel’s Trust Domain
Extensions (TDX) and AMD’s Secure Encrypted Virtualisation (SEV), introduces new
possibilities for enhancing VPN security without the performance penalties associated with
traditional HSM implementations.

3.7.4. Anti-Detection and Privacy-Preserving Technologies

i. VPN Detection and Fingerprinting

The increasing use of VPN technology in regions with network censorship has driven
research into anti-detection strategies. Tian’s [5] comprehensive survey highlights various
traffic obfuscation techniques, including V2Ray + mKCP, ShadowSocks + KCPTUN, and
Trojan’s HTTPS traffic mimicking. These technologies represent significant advancements
in making VPN traffic indistinguishable from regular web traffic.

Xue et al. [25] identified specific vulnerabilities in OpenVPN configurations that allow
for protocol fingerprinting, potentially compromising user anonymity. Their research
demonstrates how subtle implementation details can create detectable signatures, influenc-
ing protocol selection for privacy-sensitive applications.

ii. Next-Generation Tunnelling Protocols

Emerging tunnelling technologies are expanding the VPN landscape beyond tradi-
tional protocols. Hettwer’s [21] evaluation of QUIC-based tunnelling shows promising
results for latency-sensitive applications, particularly in environments with variable con-
nection stability. QUIC’s built-in congestion control and connection migration capabilities
offer advantages in mobile and unstable network environments.
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The integration of these advanced tunnelling technologies with existing VPN infras-
tructures presents both opportunities and challenges, particularly regarding compatibility
and performance optimisation.

3.7.5. IoT and Industrial Network Security

i.  Constrained Device VPN Implementation

The proliferation of Internet of Things (IoT) devices has created new requirements
for lightweight VPN implementations. Gentile et al. [40] examined VPN performance on
constrained hardware, establishing baseline metrics for resource-limited scenarios. Their
work demonstrates that traditional VPN protocols may be unsuitable for IoT deployments
due to computational and memory constraints.

WireGuard’s minimal codebase and efficient cryptographic primitives make it particu-
larly attractive for IoT applications. However, its pre-shared key model presents challenges
for large-scale IoT deployments where dynamic key management is required.

ii. Industrial Cyber-Physical Systems

The integration of VPN technology in industrial environments presents unique chal-
lenges related to real-time communication requirements and safety-critical operations.
Ghanem et al. [42] conducted comparative analyses of IPsec and OpenVPN in smart grid
environments, quantifying bandwidth consumption and latency implications for critical
infrastructure.

Recent research by Javed et al. [39] explores the application of machine-learning-based
security frameworks in industrial IoT contexts, highlighting the computational challenges
of implementing advanced security mechanisms while maintaining system responsiveness.

3.7.6. Quantum-Resistant VPN Architectures
i.  Post-Quantum Cryptography Integration

The anticipated threat from quantum computing has motivated research into quantum-
resistant VPN architectures. Shim et al. [16] proposed quantum-resistant VPN implementa-
tions that maintain an acceptable performance while addressing emerging security con-
cerns. Their qTrustNet VPN architecture demonstrates how post-quantum cryptographic
algorithms can be integrated into existing VPN frameworks.

The performance implications of post-quantum cryptography are significant, with
key exchange operations typically requiring substantially more computational resources
than classical algorithms. This creates new trade-offs between future security and current
performance requirements.

ii. Hybrid Security Approaches

Hybrid approaches that combine classical and post-quantum cryptographic methods
offer a compromise between current performance and future security. These implemen-
tations typically use post-quantum algorithms for key establishment while relying on
classical algorithms for bulk data encryption, providing quantum resistance with accept-
able performance characteristics.

3.7.7. Performance—Security Trade-Off Quantification

i.  Standardised Measurement Frameworks

While numerous studies have compared VPN protocol performance, there has been
limited work on systematically quantifying the security overhead introduced by VPN im-
plementations. Most comparative studies focus on relative performance between protocols
rather than measuring the absolute cost of security implementation.
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The development of standardised metrics for quantifying performance—security trade-
offs is crucial for making informed deployment decisions. Proposed frameworks including
the Performance Degradation Ratio (PDR), Resource Utilisation Difference (RUD), and
Security Efficiency Index (SEI) represent advances in this area.

ii. Multi-Dimensional Performance Analysis

An advanced performance analysis requires consideration of multiple dimensions
beyond simple throughput measurements. Jucha and Yeboah-Ofori [43] provided compre-
hensive evaluations of how various cryptographic and hashing algorithms affect site-to-site
VPN implementations, documenting resource utilisation disparities between different
security mechanisms.

Video security applications, as studied by Gatti et al. [41], demonstrate how encryp-
tion mechanisms impact streaming quality and processing overhead, providing insights
applicable to multimedia VPN applications.

3.7.8. Research Gaps and Problem Formulation

i.  Identified Research Gaps

Despite the extensive research on VPN protocol performance, several significant gaps
remain:

1.  Limited cloud platform diversity: most studies focus on AWS or generic cloud envi-
ronments, with insufficient analyses of platform-specific characteristics in Microsoft
Azure and VMware virtualisation platforms.

2. Incomplete performance metrics: while throughput and basic latency measurements
are common, a comprehensive analysis of jitter, packet loss, and resource utilisation
patterns across varied network conditions is limited.

3. Lack of standardised security—performance quantification: the absence of standard-
ised methodologies for measuring the performance cost of security implementations
hampers practical deployment decision making.

4.  Insufficient industrial context analysis: limited research addresses VPN performance
in industrial and IoT environments where real-time requirements and resource con-
straints are critical factors.

5. Missing comparative analysis across virtualisation platforms: direct comparisons
of VPN protocol performance across different virtualisation technologies (VMware,
Hyper-V, and KVM) are scarce.

ii.  Problem Formulation Foundation

The identified research gaps collectively highlight the need for comprehensive, stan-
dardised evaluation methodologies that can inform VPN protocol selection decisions across
diverse deployment scenarios. The state of the art reveals that while individual aspects of
VPN performance have been studied, there is a lack of integrated frameworks that consider
the following:

i.  Platform-specific optimisations and constraints.

ii. Comprehensive performance metrics, including security overhead quantification.
iii. Practical deployment scenarios reflecting real-world network conditions.

iv. Trade-off analysis between security requirements and performance characteristics.

This foundation establishes the rationale for developing systematic evaluation frame-
works that address these gaps while providing actionable insights for network administra-
tors and system architects making VPN deployment decisions in increasingly complex and
diverse infrastructure environments.
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4. Results

The findings from the WireGuard and OpenVPN comparison analysis are presented
in this section. The results are systematically organised to demonstrate the performance
characteristics of both protocols across different deployment environments and network
conditions. Each metric is analysed through robust statistical methods, with clear indica-
tions of significance and practical implications.

4.1. Presentation of Results

The comparison between WireGuard and OpenVPN examined several performance
parameters, including TCP and UDP throughput, CPU and memory utilisation, latency,
jitter, and packet loss. Each metric was analysed in both cloud (Azure) and virtualised
(VMware) environments under baseline conditions and high-latency scenarios, with rigor-
ous statistical measures.

In the following figures, different colours represent the different VPN protocols (green
for OpenVPN and orange for WireGuard), whilst shapes represent the VPN status (triangle
for “No VPN” [turned off] conditions and circle for “VPN” [turned on] conditions). Error
bars represent 95% confidence intervals based on 20 test repetitions, indicating variability
and statistical significance. The figures were designed to enable direct comparison across
environments with consistent scaling where appropriate.

4.1.1. TCP Throughput Performance

Figure 5 presents TCP throughput performance across test environments using the
CUBIC congestion control algorithm, revealing environment-specific advantages tied to
CUBIC’s loss-based congestion detection and window growth function. The four-panel
comparison shows distinct performance patterns across Azure and VMware environments
under both baseline and high-latency conditions.

In Azure baseline conditions (panel a), both protocols achieved a remarkably sim-
ilar throughput performance, with OpenVPN achieving 290.77 Mbps and WireGuard
281.76 Mbps. The narrow confidence intervals indicate a consistent performance under
cross-regional latency (~80 ms), allowing optimal CUBIC operation. This similarity sug-
gests that in well-provisioned cloud environments, protocol choice has minimal impact on
TCP throughput performance.

VMware baseline environments (panel c) revealed WireGuard’s superior performance
advantage, achieving 210.64 Mbps compared to OpenVPN’s 110.34 Mbps. This substantial
difference (90.3 Mbps advantage) reflects a more efficient interaction between WireGuard’s
UDP transport and CUBIC’s window management, combined with lower jitter, providing
stable Round-Trip Time (RTT) measurements for CUBIC’s algorithm.

Under high-latency conditions, CUBIC's sensitivity to increased RTT caused substan-
tial performance degradation across both environments. Azure high-latency scenarios
(panel b) favoured OpenVPN, which maintained approximately 120 Mbps, whilst Wire-
Guard dropped to around 60 Mbps. This suggests that TCP-over-TCP tunnelling bet-
ter buffers CUBIC’s aggressive window growth under challenging network conditions.
VMware high-latency environments (panel d) showed severe degradation for both proto-
cols (0-10 Mbps), indicating that challenging network conditions eliminate protocol-specific
advantages as environmental factors dominate CUBIC’s performance characteristics.

4.1.2. UDP Throughput Performance

Figure 6 illustrates UDP throughput patterns, which showed even more pronounced
environmental dependencies than TCP performance. The UDP results demonstrate the
significant impact of the deployment environment on protocol performance characteristics.
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Figure 5. TCP throughput performance across Azure and VMware environments under baseline
and high-latency conditions. (Green = OpenVPN, Orange = WireGuard; Triangles = No VPN,
Circles = VPN enabled; error bars = 95% CI).
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Figure 6. UDP throughput comparison showing environmental dependencies between cloud
and virtualised deployments. (Green = OpenVPN, Orange = WireGuard; Triangles = No VPN,
Circles = VPN enabled; error bars = 95% CI).

Azure baseline tests (panel a) achieved the highest throughput values, with both
protocols reaching approximately 880-900 Mbps, demonstrating an excellent performance
in cloud environments. The minimal difference between protocols (WireGuard: 878.80 Mbps
and OpenVPN: 880.22 Mbps) indicates that the cloud infrastructure provides optimal
conditions for both protocols’” UDP implementations.

VMware baseline scenarios (panel c) revealed a significantly lower throughput perfor-
mance (150-300 Mbps), with WireGuard maintaining a superior performance (285.28 Mbps)
over OpenVPN (154.88 Mbps). This 130.4 Mbps advantage demonstrates WireGuard’s
efficiency in virtualised environments where network stack optimisation becomes critical.

Under high-latency conditions (panels b and d), all configurations experienced substan-
tial throughput degradation. Both high-latency environments showed throughput values
clustered around 100-150 Mbps with minimal differences between protocols, suggesting
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that challenging network conditions eliminate protocol-specific performance advantages
for UDP traffic. The wide confidence intervals in these scenarios indicate significant
performance variability under stress conditions.

4.1.3. CPU and Memory Utilisation Analysis

Figures 7 and 8 present comprehensive resource utilisation patterns, providing crit-
ical insights into the computational overhead associated with each VPN protocol across
different deployment environments.
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Figure 7. CPU utilisation patterns demonstrating greater environmental than protocol influ-
ence. (Green = OpenVPN, Orange = WireGuard; Triangles = No VPN, Circles = VPN enabled;
error bars = 95% CI).

CPU utilisation patterns: Both VPN protocols exhibited similar CPU usage patterns
across environments, with environmental factors showing greater influence than protocol
choice. VMware baseline environments (Figure 7, panel c) demonstrated remarkably low
CPU usage for both protocols (OpenVPN: 3.97% and WireGuard: 4.76%), indicating efficient
processing in virtualised environments with minimal computational overhead.

The Azure baseline environment (Figure 7, panel a) showed substantially higher
utilisation for both protocols (approximately 32.5%), with significant variability indicated
by large error bars. This pattern suggests more variable workload patterns in cloud
environments, possibly due to shared infrastructure resources and network processing
overhead.

Under high-latency conditions, CPU utilisation patterns diverged significantly be-
tween environments. Azure high-latency conditions (Figure 7, panel b) exhibited the
highest variability, with baseline measurements reaching approximately 40% with substan-
tial error bars, whilst VPN-enabled configurations showed lower and more consistent usage
(10-20%). VMware high-latency environments (Figure 7, panel d) maintained consistently
low CPU usage (around 5%), indicating that virtualised environments handle network
stress differently than cloud infrastructure.

Memory utilisation analysis: Memory usage patterns (Figure 8) revealed clear en-
vironmental dependencies with modest but consistent protocol differences. VMware
environments consistently required higher memory consumption compared to Azure
across all test conditions, with baseline tests showing OpenVPN consuming 36.42% com-
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pared to WireGuard’s 33.87%, representing a 2.55 percentage point efficiency advantage for
WireGuard.
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Figure 8. Memory usage comparison revealing consistent VMware overhead across all condi-
tions. (Green = OpenVPN, Orange = WireGuard; Triangles = No VPN, Circles = VPN enabled;
error bars = 95% CI).

Azure baseline environments demonstrated substantially lower memory usage for
both protocols (approximately 14-15%), indicating more efficient memory utilisation in
cloud environments. The consistency of this pattern across baseline and high-latency
scenarios suggests that latency conditions have minimal impact on memory consumption
for either protocol, with environmental architecture being the primary determinant.

4.1.4. Network Performance Metrics

Figures 9-11 present comprehensive network performance characteristics, providing a
detailed assessment of connectivity quality across all test conditions.

Latency characteristics: Latency testing (Figure 9) revealed distinct environmental
patterns with minimal protocol-specific differences. VMware baseline tests (panel c) demon-
strated very low latency for both protocols (OpenVPN: 18.71 ms and WireGuard: 14.95 ms),
with OpenVPN showing slightly larger variability. Azure baseline latency measurements
(panel a) were significantly higher but remarkably consistent across both protocols (approx-
imately 85-86 ms), reflecting the inherent latency characteristics of cross-regional cloud
network infrastructure.

Under high-latency conditions, significant differences emerged between environments
rather than between protocols. Azure high-latency environments (panel b) exhibited the
highest values (approximately 170 ms) across all configurations, whilst VMware high-
latency scenarios (panel d) showed moderate increases (100-110 ms). The minimal dif-
ferences between protocols within the same environment reinforce the conclusion that
environmental factors dominate latency performance.

Jitter analysis: Jitter measurements (Figure 10) showed the most pronounced environ-
mental dependencies among all the tested metrics. Both protocols demonstrated near-zero
jitter values in Azure baseline tests (panel a), indicating highly stable network conditions in
the cloud infrastructure. However, VMware baseline tests (panel c) revealed substantially
higher jitter with significant variability—OpenVPN showing approximately 60 ms and
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WireGuard around 30 ms, both with large error bars indicating substantial measurement
variability.
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Figure 9. Latency measurements showing minimal protocol differences within environments.
(Green = OpenVPN, Orange = WireGuard; Triangles = No VPN, Circles = VPN enabled;
error bars = 95% CI).
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Figure 10. Jitter analysis highlighting VMware’s timing variability and WireGuard’s superior sta-
bility. (Green = OpenVPN, Orange = WireGuard; Triangles = No VPN, Circles = VPN enabled;
error bars = 95% CI).

This pattern suggests that virtualised environments introduce more variable network
timing than cloud infrastructure, with WireGuard demonstrating superior stability in these
conditions. High-latency scenarios (panels b and d) showed increased jitter across both
environments, though the relative protocol performance patterns remained consistent with
baseline measurements.

Packet loss evaluation: Packet loss results (Figure 11) demonstrated both environmen-
tal and protocol-specific effects depending on test conditions. Azure baseline environments
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(panel a) showed minimal packet loss for both protocols (OpenVPN: 2.63% and WireGuard:
2.46%), confirming the reliability of cloud network infrastructure under normal conditions.
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Figure 11. Packet loss rates demonstrating WireGuard’s significant VMware advantage
12.35% vs. 47.01%). (Green = OpenVPN, Orange = WireGuard; Triangles = No VPN,
Circles = VPN enabled; error bars = 95% CI).

VMware baseline environments (panel c) revealed WireGuard’s most significant per-
formance advantage, with substantially lower packet loss (12.35%) compared to OpenVPN
(47.01%)—a 34.66 percentage point difference. This dramatic improvement suggests funda-
mental differences in how the protocols handle packet transmission in virtualised network
environments.

However, under high-latency conditions (panels b and d), these protocol advantages
largely disappeared. Both protocols exhibited similarly high packet loss rates (approx-
imately 50%) in both Azure and VMware environments, with wide and overlapping
confidence intervals. These findings demonstrate that protocol performance advantages are
highly context dependent and may be eliminated under challenging network conditions.

4.1.5. Packet Loss Root Cause Analysis

The significantly high packet loss rate observed for OpenVPN in VMware baseline
environments (47.01% vs. WireGuard’s 12.35%) warrants detailed analysis to distinguish
between configuration-related issues and fundamental architectural factors.

Configuration analysis: Our investigation revealed that both VPN protocols were
configured using identical security parameters (AES-256-GCM encryption, 2048-bit RSA
keys for OpenVPN, and Curve25519 for WireGuard) and network settings. OpenVPN
was configured in UDP mode to ensure fair comparison with WireGuard’s UDP-based
architecture, eliminating TCP-over-TCP tunnelling issues as a contributing factor.

Architectural factor analysis: Several architectural differences between the protocols
contribute to the observed packet loss disparity:

i.  Buffer management differences: OpenVPN’s multi-layered packet processing (TLS
handshake layer, encryption layer, and UDP transport layer) creates multiple buffering
points where packets can be dropped under load. In contrast, WireGuard’s stream-
lined single-layer approach with integrated cryptography reduces buffer overflow
opportunities.
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ii. Virtualisation interaction: VMware’s virtual network stack interacts differently with
each protocol’s packet handling mechanisms. OpenVPN'’s larger packet headers (due
to OpenSSL overhead and TLS framing) combined with VMware’s virtual switch
processing, appear to create bottlenecks that manifest as packet drops. WireGuard'’s
minimal header overhead (32 bytes vs. OpenVPN’s variable 50-80 bytes) reduces
virtual network processing load.

iii. Cryptographic processing latency: OpenVPN’s use of OpenSSL libraries introduces
processing delays that, when combined with VMware’s CPU scheduling for virtual
machines, create timing mismatches leading to packet drops. WireGuard’s optimised
cryptographic implementation using modern algorithms (ChaCha20-Poly1305 and
Curve25519) processes packets more efficiently within VMware’s virtualised environ-
ment.

iv. Memory allocation patterns: Our profiling revealed that OpenVPN’s dynamic memory
allocation for packet processing creates garbage collection pressure in the virtualised
environment, contributing to packet loss during memory management operations.
WireGuard’s static memory pool approach avoids these allocation-related disruptions.

Environmental context validation: The fact that both protocols showed minimal packet
loss in Azure environments (<3%) while exhibiting significant differences in VMware
confirms that this is not a fundamental OpenVPN defect but rather an environment-specific
interaction. Azure’s optimised network virtualisation stack handles OpenVPN'’s packet
processing characteristics more efficiently than VMware’s virtual networking layer.

Performance impact assessment: Despite the high packet loss rate, OpenVPN main-
tained reasonable throughput in VMware baseline conditions (110.34 Mbps), indicating that
the protocol’s error recovery mechanisms effectively handle the dropped packets. However,
this comes at the cost of increased retransmission overhead and potentially higher latency
for reliable data delivery.

This analysis demonstrates that the observed packet loss represents a combination of
architectural design differences and environment-specific interactions rather than a simple
configuration error, explaining why the performance characteristics shift dramatically
between deployment environments.

4.1.6. Summary of Key Findings
The consolidated analysis reveals several critical insights:

i.  Environmental dominance: deployment environment (Azure vs. VMware) consis-
tently showed greater influence on performance metrics than protocol choice, particu-
larly for latency, jitter, and resource utilisation.

ii. Protocol-specific advantages: WireGuard demonstrated a superior performance in
VMware environments for TCP throughput and packet loss while showing minimal
differences in Azure environments.

iii. Condition-dependent performance: under challenging network conditions (high-
latency scenarios), protocol-specific advantages largely disappeared, with both proto-
cols showing similar degraded performance.

iv. Resource efficiency: both protocols showed similar CPU utilisation patterns, while
WireGuard maintained marginally better memory efficiency across environments.
These findings emphasise the importance of considering deployment context and

specific application requirements when selecting VPN protocols, rather than relying on

generalised performance claims.
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4.1.7. Baseline vs. VPN Performance

To quantify the security—performance trade-offs, we compared baseline (non-VPN)
performance with both WireGuard and OpenVPN implementations. Table 6 presents these
results along with the Performance Degradation Ratio (PDR) for each metric.

Table 6. Baseline vs. VPN performance comparison.

. Performance Baseline . . o o
Environment Metric (No VPN) WireGuard  OpenVPN WireGuard PDR (%) OpenVPN PDR (%)
Microsoft
Azure Cloud
TCP
Throughput 587.42 281.76 290.77 52.03 50.50
(Mbps)
UDP
Throughput 892.15 878.80 880.22 1.50 1.34
(Mbps)
CPU Igf,/ﬂ)‘sa“on 13.22 3252 3251 146.00 145.92
Memo(ﬂ/y)Usage 12.34 14.69 14.80 19.04 19.94
Latency (ms) 85.83 85.59 86.32 ~0.28 057
Packet Loss (%) 1.21 2.46 2.63 103.31 117.36
VMware
Virtualisation
TCP
Throughput 621.19 210.64 110.34 66.09 82.24
(Mbps)
UDP
Throughput 302.67 285.28 154.88 5.75 48.83
(Mbps)
CPU [g(f/ﬂ)lsa“on 3.12 4.76 3.97 52.56 2724
Mem"(ﬂz’)Usage 32.44 33.87 36.42 441 12.27
Latency (ms) 12.17 14.95 18.71 22.84 53.74
Packet Loss (%) 243 12.35 47.01 408.23 1834.57

The results clearly demonstrate the performance cost associated with implementing
VPN security. Both environments showed significant throughput reduction, increased
latency, and higher resource utilisation compared to baseline measurements, with notable
variations between environments.

4.1.8. Security Efficiency Index Analysis

Our innovative Security Efficiency Index (SEI) methodology provides a more critical
quantification of security—performance trade-offs than previous approaches in the literature.
The SEI represents the ratio of retained performance to increased resource utilisation, with
higher values indicating more efficient security implementation. Table 7 presents this
comparison.

Our SEI analysis extends beyond traditional performance metrics by incorporating re-
source utilisation factors. The results reveal environment-specific efficiency patterns: Wire-
Guard demonstrates marginally better efficiency across all metrics in Azure environments,
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whilst in VMware environments, OpenVPN shows superior efficiency for throughput-
related metrics, but WireGuard performs significantly better for latency-related metrics.
These findings challenge the conventional wisdom that suggests universal superiority for
any single protocol.

Table 7. Security Efficiency Index comparison.

Performance-

Environment  Security Trade-Off =~ WireGuard SEI OPSEYPN Superior Protocol
Metric
Microsoft
Azure Cloud
TCP Throughput WireGuard (marginal
per CPU Unit 0.019 0.018 advantage)
UDP Throughput WireGuard (marginal
per CPU Unit 0.060 0.059 advantage)
Latency Efficiency WireGuard (marginal
per CPU Unit 0.021 0.020 advantage)
VMware
Virtualisation
TCP Throughput OpenVPN (significant
per CPU Unit 0.083 0.131 advantage)
UDP Throughput OpenVPN (significant
per CPU Unit 0.112 0231 advantage)
- WireGuard
Latency Efficiency 0.091 0.035 (significant
per CPU Unit
advantage)

4.1.9. VMware Results Validity Assessment

The 47% packet loss for OpenVPN in VMware raises legitimate questions about
result validity. However, several factors support the technical soundness of our findings:
(1) consistent reproducibility—the packet loss occurred consistently across all 20 trial
repetitions, indicating systematic rather than random configuration issues; (2) WireGuard
baseline—WireGuard performed normally in the same VMware environment, suggesting
the virtual switch configuration itself is functional; (3) maintained throughput efficiency—
despite high packet loss, OpenVPN achieved a superior SEI throughput ratios, indicating
the protocol’s error recovery mechanisms compensated effectively.

The packet loss likely stems from OpenVPN’s incompatibility with VMware Work-
station’s virtual networking rather than invalid experimental conditions. This represents
a legitimate performance characteristic that practitioners encounter in standard VMware
deployments.

4.1.10. Configuration Validity and Experimental Limitations

Our experimental design included several validity checks: identical software versions
across environments, automated testing to eliminate procedural variance, and baseline
measurements confirming normal network operation. The high OpenVPN packet loss in
VMware, whilst concerning, does not invalidate our comparative analysis for three reasons:

i.  Comparative validity: both protocols operated under identical virtual switch configu-
rations, ensuring fair comparison within each environment.

ii. Cross-environment validation: the contrasting Azure results demonstrate that our
methodology captures genuine environmental differences rather than experimental
artefacts.
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iii. Practical relevance: VMware Workstation represents a common deployment scenario
where such performance issues actually occur.

Blenk et al.’s [48] seminal work “On the Impact of the Network Hypervisor on Virtual
Network Performance” directly supports our findings regarding virtual environment per-
formance variations. Their comprehensive analysis demonstrates that network hypervisors
significantly impact protocol performance through virtualisation overhead, buffer man-
agement limitations, and hypervisor-specific networking implementations, validating our
observation of environment-specific VPN protocol efficiency patterns.

The limitation lies in our inability to determine whether optimised virtual switch
configurations could eliminate the packet loss. However, our findings remain valid for
standard deployment scenarios and reflect documented hypervisor networking limitations
rather than experimental configuration errors.

4.2. Outlier Analysis

Outliers were identified in throughput and latency tests, especially in Azure scenarios
and high-latency conditions, as evidenced by the wide confidence intervals shown in
Figures 5-11. These outliers were evaluated using the interquartile range (IQR) method.
The most significant outliers appeared in the following:

i.  Azure high-latency throughput measurements, where performance varied consider-
ably with wide confidence intervals.

ii. VMware baseline “No VPN” TCP throughput, which showed noticeably wider confi-
dence intervals.

iii. CPU utilisation in Azure environments, which demonstrated substantial fluctuations
likely due to cloud network variations.

Our analysis maintained consistency in protocol rankings within the same environ-
ment and conditions regardless of outlier inclusion, enhancing result reliability.

4.3. Summary of Findings
Our Testing Approach

As illustrated in Table 8 below, we wanted to make sure our findings were reliable, so
we conducted rigorous statistical testing:

Sample size: we ran 20 separate tests for each scenario to obtain reliable results.

Fair testing: we randomised the order of tests to avoid bias.

Multiple scenarios: we tested different combinations of protocols, environments, and
network conditions.

Statistical standards: we used accepted scientific methods to determine if differences were
real or just random chance.

What “Statistically Significant” means

Table 8. Statistical Significance and Effect Size Analysis.

Test Condition Performance Statistical Effect Size Practical
Outcome Confidence Classification Significance
Microsoft
Azure—Normal
Network

Conditions
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Table 8. Cont.
Test Condition Performance Statistical Effect Size Practical
Outcome Confidence Classification Significance
No statistically ..
TCP Throughput significant Low confidence Negligible l\/f‘;r::ltrlrcli
&P difference between (p > 0.05) effect size oﬁ fforence
protocols
Microsoft
Azure—High
Latency Network
Conditions
Substantial
deon}q)ce)zzifges High confidence Large effect practical
TCP Throughput . & &¢ advantage
superior (p <0.01) size (60 Mbps
performance improvement)
VMware—
Normal Network
Conditions
WireGuard S;?:E?ir;:f !
TCP Throughput demonst.rates High confidence Largg effect advantage
superior (p <0.01) size (100 Mbps
performance improvement)
VMware—High
Latency Network
Conditions
No statistically .
TCP Throughput significant Low confidence Negligible I\/f«:;ltrlrcli
&P difference between (p > 0.05) effect size cﬁfference
protocols
Universal
Network
Conditions
No statistically Minimal
UDP Throughput significant Low confidence Negligible ractical
(Azure) difference between (p > 0.05) effect size c{)ifference
protocols
WireGuard Su?jiiﬁ:f !
UDP Throughput demonstrates High confidence Large effect P
. . advantage
(VMware) superior (p <0.01) size (130 Mbps
performance improvement)
W}r(?Guard Moderate Minor
Memory exhibits lower . Small effect .
S confidence . practical
Utilisation (Azure) resource size
. (p <0.33) advantage
consumption

When we say a result is “statistically significant,” it means the following:

i.  The difference is real, not due to random chance.

ii. We can be confident (over 99%) that the result would repeat in future tests.

iii. The difference is large enough to matter in practice.

The Bottom Line

What passed our strict testing:
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i.  Three out of seven comparisons showed clear, reliable differences.
ii. These three results are backed by statistical evidence.
iii. The remaining four comparisons showed no meaningful differences.

Why this matters:

i.  Many performance claims you see online are not properly tested.
ii.  Our results show that context matters more than protocol choice.
iii. You can trust these findings because they are backed by rigorous testing.

The complete statistical analysis (including p-values, effect sizes, and power calcula-
tions) is available in the publicly available results at [21]. All testing followed standard
scientific protocols with appropriate corrections for multiple comparisons.

4.4. Economic Implications

Our performance findings demonstrate the economic rationality of managed cloud
VPN services. Cloud VPN services typically cost USD 0.10-2.50 per hour (depending
on bandwidth tier) plus data transfer charges (USD 0.035-0.16 per GB), representing
predictable operational expenses that eliminate several hidden costs of self-managed im-
plementations.

The significant environment-dependent performance variance we observed, Wire-
Guard achieving 210 Mbps in VMware versus similar OpenVPN performance in Azure
baseline conditions, illustrates the technical complexity that justifies managed service costs.
Our methodology required bespoke automation frameworks and systematic multi-metric
evaluation, representing specialised expertise that organisations would need to develop
internally.

The performance degradation under high-latency conditions (both protocols dropping
to 0-10 Mbps in VMware high-latency scenarios) and substantial packet loss differences
(WireGuard 12.35% vs. OpenVPN 47.01% in VMware baseline) demonstrate why provider-
optimised solutions justify their cost premium. Organisations lacking networking expertise
face significant implementation risks that managed services eliminate through provider
SLAs and pre-optimised configurations.

For organisations with substantial technical capabilities, self-managed implementa-
tions may be cost-effective, particularly given WireGuard’s clear advantages in controlled
environments. However, the optimisation complexity our results reveal supports managed
cloud VPN adoption for business-focused organisations, where total ownership costs,
including personnel, infrastructure, and performance optimisation, often exceed cloud
service costs whilst introducing the implementation risks our analysis demonstrates.

4.5. Challenges and Difficulties Encountered

Throughout our research, we encountered several challenges that necessitated method-
ological innovations:

i.  Adaptive Latency Testing Framework: Testing under high-latency conditions intro-
duced significant network variability, particularly impacting jitter and packet loss. We
developed an Adaptive Latency Testing Framework that dynamically adjusted testing
parameters based on network conditions, improving result reliability.

ii. Statistical Robustness Enhancement: Certain throughput measurements contained
anomalous values, especially in Azure and high-latency scenarios. We implemented
enhanced statistical robustness through multiple trial repetitions (1 = 20), confidence
interval calculations, and comparative analysis both with and without outliers.

iii. Cross-Environment Calibration: Substantial differences between Azure and VMware
environments complicated direct protocol comparisons. Our Cross-Environment
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iv.

Calibration methodology normalised performance metrics based on environment-
specific baseline measurements, enabling more meaningful comparisons.

Resource Utilisation Fluctuation Control: CPU utilisation demonstrated significant
fluctuations, particularly in Azure environments. We developed a Resource Utilisation
Fluctuation Control mechanism that isolated environmental variations from protocol-
specific effects.

These methodological innovations address common limitations in VPN protocol com-

parison approaches, which often fail to account for environmental variables and statistical

outliers.

4.6. Interpretation of Results

Our findings provide evidence-based insights into performance trade-offs associated

with implementing VPN security:

i.

ii.

iii.

iv.

Security implementation cost: Both protocols impose performance penalties compared
to baseline measurements, though these vary significantly by environment. In Azure,
both protocols showed similar TCP throughput degradation (approximately 50%),
whilst in VMware, WireGuard demonstrated a smaller performance penalty (66.09%)
compared to OpenVPN (82.24%).

Protocol efficiency differences: WireGuard demonstrated a higher throughput in
VMware baseline environments (210.64 Mbps vs. OpenVPN’s 110.34 Mbps for TCP),
whilst both protocols performed similarly in Azure baseline conditions (approximately
280-290 Mbps).

Resource utilisation trade-offs: In VMware environments, OpenVPN showed similar
CPU utilisation (3.97% vs. WireGuard’s 4.76%), whilst both protocols had nearly
identical CPU usage in Azure (approximately 32.5%). WireGuard demonstrated slight
memory efficiency advantages in both environments.

Network reliability considerations: WireGuard exhibited lower packet loss in VMware
baseline environments (12.35% vs. OpenVPN’s 47.01%) and lower jitter in VMware
environments, suggesting better stability for local deployments.

Security Efficiency Index analysis: the SEI calculations reveal mixed results, with
WireGuard achieving marginally better efficiency in Azure environments, whilst
in VMware, OpenVPN shows better throughput efficiency, but WireGuard offers
advantages for latency-sensitive applications.

These findings provide empirical evidence to guide protocol selection based on specific

performance requirements, security needs, and network conditions.

Packet Loss Analysis and Protocol Architecture Implications

The substantial packet loss difference between OpenVPN (47.01%) and WireGuard

(12.35%) in VMware baseline environments provides insight into how protocol architecture

interacts with virtualisation infrastructure:

i

ii.

Protocol design impact: OpenVPN'’s layered architecture, while providing flexibil-
ity and robust security features, creates multiple points of potential packet loss in
virtualised environments. The protocol’s reliance on userspace processing and mul-
tiple cryptographic operations per packet increases the probability of drops under
VMware’s resource scheduling constraints.

Virtualisation efficiency: WireGuard’s kernel-space implementation and streamlined
packet processing path demonstrate superior efficiency in virtualised environments
where CPU scheduling and memory management are controlled by the hypervisor.
This architectural advantage becomes pronounced in environments like VMware,
where virtual machine resource allocation can create processing bottlenecks.
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iii.

Practical implications: Organisations deploying VPNs in VMware environments
should consider that while OpenVPN’s packet loss appears high, the protocol’s built-
in reliability mechanisms ensure data integrity. However, applications sensitive to
packet loss (such as real-time communications or streaming media) may benefit from
WireGuard’s more efficient packet handling in virtualised environments.

4.7. Critical Evaluation of Research

This research provides comprehensive performance data on WireGuard and Open-

VPN across varied deployment scenarios, with several methodological strengths but also

important limitations to consider.

4.7.1. Strengths

1.

ii.

1ii.

iv.

vi.

Environmental diversity: testing across both cloud (Azure) and virtualised (VMware)
environments provides insights into how deployment context affects protocol perfor-
mance.

Condition variety: evaluation under both baseline and high-latency conditions reveals
how protocol advantages shift under challenging network scenarios.

Metric comprehensiveness: the inclusion of multiple performance metrics (throughput,
latency, jitter, packet loss, and resource utilisation) provides a multi-dimensional view
of protocol behaviour.

Statistical robustness: multiple trials, confidence interval calculations, outlier analysis,
and effect size determinations strengthen the reliability of our findings.

Novel analysis methods: the development and application of the Security Efficiency
Index provides a new framework for evaluating the practical efficiency of security
implementations.

Root cause analysis methodology: our investigation employed a systematic analysis
to distinguish between configuration-related issues and architectural factors, provid-
ing insights into the underlying mechanisms responsible for observed performance
differences rather than merely reporting metric values.

4.7.2. Limitations

i

ii.

iii.

iv.

Vi.

TCP congestion control algorithm scope: Our evaluation used CUBIC exclusively,
which may not represent an optimal performance for either protocol under all network
conditions. Different congestion control algorithms (BBR, Vegas, and Reno) may
interact differently with VPN protocols, particularly affecting OpenVPN'’s TCP mode
performance. However, this methodological choice ensures controlled comparison
under standard deployment conditions and isolates protocol-specific effects from
algorithm-specific variables.

Scale constraints: this study was limited to two virtual machines per environment,
which may not fully capture performance characteristics in larger-scale deployments.
Platform specificity: testing was conducted exclusively on Linux-based systems,
potentially limiting applicability to other operating systems.

Version dependency: the performance characteristics observed are specific to the
software versions tested (WireGuard v1.0.20210914 and OpenVPN v2.6.12) and may
not represent other versions.

Default TCP congestion control algorithm: Our study employed the default TCP
congestion control algorithm (CUBIC) across all tests. This represents a limitation
as different congestion control algorithms (e.g., BBR, Vegas, and Reno) may interact
differently with VPN protocols, particularly under varying network conditions.
Workload simplicity: network traffic was generated using synthetic benchmarking
tools rather than real-world application workloads, which might behave differently.
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vii. Time limitations: performance was measured over relatively short durations
(5-10 min per test), which may not capture long-term stability characteristics.

viii. Statistical power limitations: With n = 20 trials per condition, our study may lack
sufficient power to detect small but practically important differences. A post hoc
power analysis revealed 80% power to detect medium effect sizes (d = 0.5) but only
60% power for small effects (d = 0.2). Some non-significant results may reflect an
insufficient sample size rather than true equivalence.

ix. Multiple comparison considerations: while we applied a Bonferroni correction, this
conservative approach may have increased Type Il error rates, potentially masking
real but subtle performance differences.

x.  TCP congestion control algorithm scope: Our evaluation used CUBIC exclusively,
which may not represent an optimal performance for either protocol under all network
conditions. Different congestion control algorithms (BBR, Vegas, and Reno) may
interact differently with VPN protocols, particularly affecting OpenVPN’s TCP mode
performance. However, this methodological choice ensures a controlled comparison
under standard deployment conditions and isolates protocol-specific effects from
algorithm-specific variables.

Despite these limitations, the findings provide valuable practical insights for organi-
sations deploying VPN solutions. The results challenge common assumptions regarding
protocol performance, demonstrating that environmental factors and network conditions
significantly influence relative protocol efficiency.

Future research should address these limitations by evaluating performance with
larger deployments, diverse operating systems, multiple congestion control algorithms,
varied security configurations, and real-world application workloads. Additionally, longi-
tudinal studies examining performance stability over extended periods would complement
the findings presented here.

5. Discussion and Future Scope

In this section, we discuss and analyse the results of a comprehensive evaluation
of WireGuard and OpenVPN'’s performance across diverse environments, focusing on
throughput, latency, jitter, packet loss, CPU utilisation, and memory usage. The key
findings are as follows.

5.1. Performance Metrics Evaluation

This is an evaluation of the performance metrics considered during our experiment.

5.1.1. Throughput Performance

The protocol throughput performance varied considerably depending on the envi-
ronment and network conditions. In Azure baseline tests, both protocols exhibited a
comparable TCP throughput (WireGuard: 281.76 Mbps and OpenVPN: 290.77 Mbps) and
UDP throughput (approximately 880 Mbps for both). In VMware baseline tests, however,
WireGuard outperformed OpenVPN in both TCP throughput (210.64 Mbps vs. 110.34 Mbps)
and UDP throughput (285.28 Mbps vs. 154.88 Mbps).

Under high-latency conditions, OpenVPN achieved a superior TCP throughput in
Azure (approximately 120 Mbps compared to WireGuard’s 60 Mbps), whereas both proto-
cols performed poorly in VMware high-latency tests (approximately 0-10 Mbps). While
these results are external to Hettwer’s [20] work, they echo their findings on QUIC-
tunnelling, which also demonstrated environment-dependent performance variability
across tunnelling protocols.
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Recent research by Shim et al. [15] in qTrustNet VPN technology highlights that while
traditional VPN protocols have their own performance patterns, the proposed quantum-
resistant VPN solution demonstrates impressive throughput characteristics (up to 8.5 Gbps)
and low latency (under 1 ms). The qTrustNet VPN leverages the WireGuard protocol for its
efficiency while enhancing it with post-quantum security features, making it particularly
suitable for environments requiring both high performance and future-proof security.

5.1.2. Latency and Jitter

In baseline tests, both protocols exhibited similar latency in Azure environments
(approximately 85-86 ms), whereas in VMware, WireGuard demonstrated slightly lower
latency (14.95 ms compared to OpenVPN’s 18.71 ms). Under high-latency conditions, both
protocols performed comparably within the same environment.

In terms of jitter, both protocols recorded near-zero values in Azure baseline tests.
In VMware baseline tests, however, WireGuard showed a clear advantage, with lower
jitter (approximately 30 ms compared to OpenVPN'’s 60 ms). These findings suggest that
WireGuard may provide marginally greater stability for real-time applications, particularly
within virtualised VMware environments.

Tian’s [5] survey on VPN technologies recognises WireGuard as a modern and inno-
vative protocol designed to be lightweight, fast, and secure, noting its high-performance
capabilities due to features like the 1-RTT handshake, though it does not specifically evalu-
ate performance under varying network conditions.

5.1.3. Packet Loss

WireGuard exhibited significantly lower packet loss in VMware baseline environments
(12.35% compared to OpenVPN’s 47.01%), while both protocols demonstrated minimal
packet loss in Azure baseline tests. Under high-latency conditions, however, both proto-
cols experienced similarly high packet loss rates (approximately 50%), irrespective of the
environment.

These performance differences should be considered alongside security concerns high-
lighted by Xue et al. [25], whose research revealed that OpenVPN’s implementation details
create distinctive network traffic patterns that make it susceptible to fingerprinting. Their
two-phase framework combining passive fingerprinting and active probing successfully
identified OpenVPN connections with over 85% accuracy and negligible false positives,
raising significant privacy considerations that complement the performance advantages
demonstrated by WireGuard.

5.1.4. Resource Utilisation

Both protocols demonstrated similar CPU utilisation in Azure environments (approxi-
mately 32.5%), while in VMware, both exhibited low CPU usage (WireGuard: 4.76% and
OpenVPN: 3.97%). In terms of memory efficiency, WireGuard showed a slight advantage
in both environments (33.87% vs. OpenVPN’s 36.42% in VMware; 14.69% vs. 14.80% in
Azure), although the differences were minimal.

Recent implementations leveraging hardware security modules, as explored by
Ehlert [16] in OpenVPN TLS-Crypt-V2, demonstrate that resource utilisation patterns
significantly worsen when cryptographic operations are offloaded to specialised hardware.
This approach substantially increases OpenVPN'’s resource overhead while enhancing
security guarantees.

5.2. Methodology Justification

Our methodology’s use of CUBIC as the exclusive TCP congestion control algorithm
reflects a deliberate design choice to evaluate protocols under standard deployment con-
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ditions. While this approach may not capture the optimal performance for all scenarios,
it provides controlled comparison conditions that isolate protocol-specific characteristics
from algorithm-specific effects. The environmental dominance observed in our results—
where deployment context (Azure vs. VMware) showed greater influence than protocol
choice—reflects fundamental infrastructure differences that persist across different TCP
configurations.

5.3. Implications for Cloud and Virtualised Environments

Our results have significant implications for VPN deployments in modern IT infras-
tructures.

5.3.1. Efficiency

WireGuard demonstrated higher throughput efficiency in VMware environments,
suggesting it may be better suited for local virtualised deployments where higher data
transfer rates are required. In Azure environments, both protocols exhibited a similar
throughput under baseline conditions, while OpenVPN outperformed WireGuard under
high-latency scenarios. WireGuard’s consistently lower memory usage may offer marginal
benefits in memory-constrained environments.

Samanta et al. [19] discuss the use of VPNs, namely WireGuard and OpenVPN, as
components of their secure, low-latency communication infrastructure in a cloud-integrated
battery management system. While the paper does not quantitatively evaluate the impact
of VPN configuration on system performance, its implementation highlights the practical
role of VPN in enabling reliable and secure data transmission.

5.3.2. Consistency

WireGuard's lower jitter and reduced packet loss in VMware environments suggest
improved stability for localised deployments, which is particularly important for real-time
applications such as VoIP and video conferencing. However, in cloud environments such
as Azure, both protocols perform similarly in these metrics under baseline conditions, with
OpenVPN demonstrating potential advantages under high-latency scenarios.

5.3.3. Scalability

The performance characteristics observed indicate that protocol selection for scalable
deployments should be tailored to the specific environment. WireGuard may be preferable
for VMware-based deployments, owing to its higher throughput and lower packet loss in
this context, whereas either protocol may be suitable for Azure deployments under normal
operating conditions.

Ayub et al. [22] offer relevant insights in their blockchain-based framework for secure
Al deployments, highlighting that scalability and integration with decentralised architec-
tures are key challenges for future security systems. However, VPN technologies are not
specifically addressed in this context.

5.3.4. Network Constraint Considerations

A critical limitation not addressed in our current evaluation is the impact of network-
level constraints on protocol deployment feasibility. WireGuard’s exclusive reliance on
UDP presents significant challenges in restrictive network environments where UDP traffic
is blocked or heavily filtered.

Protocol availability in constrained environments: Unlike OpenVPN, which can op-
erate over both UDP and TCP protocols and utilise SSL/TLS encapsulation to traverse
restrictive firewalls, WireGuard’s UDP-only architecture creates deployment limitations in
several common scenarios:
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i.  Public WiFi networks (hotels, airports, and cafes) that implement aggressive traffic
filtering.

ii. Corporate environments with strict outbound firewall policies that only permit
HTTP/HTTPS traffic.

iii. Educational institutions with restrictive network access controls.

iv.  ISPs that throttle or block non-standard UDP traffic.

Deployment reliability implications: Our performance analysis, while comprehensive
within the tested environments, does not account for scenarios where WireGuard may be
completely unable to establish connections. In such cases, OpenVPN'’s flexibility to operate
over TCP port 443 with SSL encapsulation provides a critical advantage by enabling VPN
functionality where WireGuard would fail entirely.

This represents a fundamental trade-off between performance optimisation and de-
ployment reliability that organisations must consider during protocol selection. While our
results demonstrate WireGuard'’s performance advantages in permissive network envi-
ronments, these benefits become irrelevant if the protocol cannot function in the target
deployment context.

Practical considerations: Organisations deploying VPNs for remote workers or mo-
bile users should particularly consider this limitation, as these users frequently operate
from networks with unpredictable filtering policies. The protocol’s inability to adapt to
restrictive network conditions may necessitate maintaining parallel OpenVPN infrastruc-
ture as a fallback solution, potentially negating the operational simplicity advantages that
WireGuard otherwise provides.

Generalisability implications: The performance advantages documented in this study
should be interpreted within the context of network accessibility constraints. Future
research should incorporate a network constraint analysis to provide more comprehensive
deployment guidance that balances performance optimisation with practical deployment
feasibility.

5.4. Connection to Previous Studies

This study builds upon and extends the findings of previous research, addressing
notable gaps in the existing literature. Our results in VMware environments align with
earlier studies that highlight WireGuard’s throughput advantages in specific scenarios
(e.g., [14,18]); however, our findings in Azure indicate that these benefits may not translate
across all cloud environments.

In a previous study by Pudelko [27], the author noted the environment-dependent
nature of protocol performance. Their research showed that whilst WireGuard experienced
locking issues under extreme load conditions with many flows (with up to 80% of CPU
time spent on lock contention), it actually outperformed competitors in most scenarios.
Pudelko [27] identified WireGuard as the most promising VPN implementation architec-
turally, considering its pipeline design so effective that they based their fastest custom
implementation on it and ultimately recommended it for production environments. Com-
plementing this work, recent research by Shim et al. [15] demonstrates efficient resource
management in their quantum-resistant implementation (qTrustNet VPN), which maintains
system stability with low CPU and memory usage whilst handling significant throughput.

Research by Narayan et al. [49] also emphasised that protocol selection should con-
sider not only raw performance metrics but also specific application requirements and
operational contexts. This perspective is reinforced by Tian’s [5] survey, which examines
various VPN technologies across different implementation contexts, comparing solutions
like ShadowSocks, V2Ray, and Trojan, which suggests that different VPN approaches may
be suited to different requirements and environments. Our research complements these
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findings by providing a systematic evaluation across multiple performance metrics and
deployment contexts, including high-latency conditions. This work offers a distinct per-
spective on protocol performance from many earlier investigations, while confirming the
environment-dependent nature of protocol advantages.

5.4.1. Methodological Limitations

Statistical power and sample size constraints: While our study provides statistically
significant results in specific scenarios (p < 0.001 for VMware throughput comparisons), the
limited sample size of measurement iterations may not capture the full variance spectrum
encountered in production deployments. Future studies should incorporate a power
analysis to determine optimal sample sizes to detect meaningful performance differences
across diverse network conditions.

Temporal measurement limitations: Our performance snapshots, while systematic,
do not account for the dynamic nature of real-world network conditions. The network
performance exhibits significant temporal variations due to traffic patterns, infrastructure
maintenance, and external factors that our controlled experimental design cannot fully
replicate.

Protocol configuration bias: Our use of default protocol configurations, while ensuring
fair comparison, may not reflect optimised deployments where administrators fine-tune
parameters for specific environments. This limitation is particularly relevant for OpenVPN,
which offers extensive configuration flexibility that could potentially close performance
gaps observed in our testing.

5.4.2. Environmental and Infrastructure Limitations (Expansion)

Hypervisor-specific constraints: Our exclusive use of VMware Workstation 17 Player
introduces hypervisor-specific biases that may not generalise to other virtualisation plat-
forms (Hyper-V, KVM, and Xen). Different hypervisors implement varying approaches to
network virtualisation and packet processing, potentially yielding different VPN protocol
performance characteristics.

Cloud provider dependency: Testing exclusively within Microsoft Azure introduces
cloud provider-specific networking behaviours that may not translate to other major
cloud platforms (AWS, Google Cloud, and Oracle Cloud). Each provider implements
distinct network acceleration technologies, load balancing mechanisms, and inter-region
connectivity optimisations that could significantly impact VPN protocol performance.

Geographic coverage limitations: Our West Europe to East US testing, while intro-
ducing realistic intercontinental latency, represents only one geographic pathway. Global
enterprises often require VPN connectivity across diverse geographic regions with varying
network infrastructure quality, regulatory constraints, and peering arrangements that our
study does not address.

5.4.3. Security and Cryptographic Analysis Gaps

Incomplete cryptographic overhead analysis: While our study measures overall perfor-
mance impacts, it does not decompose the specific cryptographic operations contributing
to performance degradation. Understanding whether encryption, decryption, key ex-
change, or authentication operations dominate performance impacts would provide more
actionable insights for protocol optimisation.

Traffic analysis resistance evaluation gap: Although we reference Xue et al.’s [25]
fingerprinting research, our methodology does not systematically evaluate traffic analysis
resistance across different network conditions. This represents a critical gap given the
increasing importance of traffic obfuscation in security-conscious deployments.
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Post-quantum cryptography preparation gap: our evaluation framework lacks pro-
visions for assessing protocol readiness for post-quantum cryptographic transitions, a
limitation that becomes increasingly critical as quantum computing capabilities advance.

5.5. Real-World Implications

Our findings, enhanced by recent research, highlight several practical considerations
for IT managers and decision makers:

First, protocol selection should be guided by the specific deployment environment.
For instance, WireGuard may offer advantages in VMware environments, while both pro-
tocols perform similarly in Azure under normal conditions. However, as highlighted by
Xue et al. [25], OpenVPN's susceptibility to fingerprinting introduces security considera-
tions that may outweigh performance advantages in certain contexts.

Second, application requirements play a significant role; WireGuard may be preferable
for latency-sensitive and real-time applications in virtualised environments due to its
lower jitter and packet loss, whereas throughput-intensive applications may require a more
environment-specific evaluation. While Samanta et al. [19] incorporate both WireGuard and
OpenVPN into their cloud-based battery management system architecture, their research
does not offer a comparative analysis or detailed rationale for selecting one protocol over
the other. Nevertheless, their implementation of both protocols underscores the importance
of secure, low-latency communication in meeting application-driven requirements for
network security and data integrity.

Third, under challenging network conditions, the advantages of a particular proto-
col may shift or disappear entirely, emphasising the importance of robust testing in the
target environment to ensure optimal protocol selection. This observation aligns with
Hettwer’s [20] findings on QUIC-tunnelling, which showed significant performance fluctu-
ations across different network scenarios.

Finally, emerging security considerations, particularly quantum resilience, as dis-
cussed by Shim et al. [15], may soon become critical factors in protocol selection for
forward-looking organisations.

These observations align with research by Jyothi et al. [50], who noted that VPN
protocols should be selected based on specific operational requirements and network
environments rather than relying solely on general performance claims, as evidenced by
their comparative analysis of various tunnelling protocols and their suitability for different
implementation scenarios.

5.6. Practical Implementation Guidance

Based on our comprehensive analysis, we make the following recommendations.

For VMware environments with normal network conditions, WireGuard remains the
optimal choice for most applications due to its higher throughput, lower jitter, and reduced
packet loss. However, organisations concerned about traffic analysis and fingerprinting
should consider Xue et al.’s [25] findings and implement additional obfuscation techniques
when using either protocol.

In Azure deployments under normal conditions, either protocol may be selected
based on other considerations such as security features, management complexity, and
compatibility with existing systems, as performance differences are minimal. For organisa-
tions particularly concerned with cryptographic security, Ehlert’s [16] work on hardware
security module integration with OpenVPN offers a pathway to enhanced security, but
with considerable performance penalties that must be carefully weighed against security
benefits.
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For deployments expecting high-latency conditions, specific testing within the target
environment is advisable, as the advantages of each protocol can shift significantly under
challenging network scenarios. Additionally, Hettwer’s [20] research suggests that QUIC-
tunnelling may offer advantages in high-latency environments, such as improved stability
and responsiveness, compared to both traditional protocols.

In memory-constrained environments, WireGuard's slight efficiency advantages may
prove beneficial, although this impact is minimal and should not be a primary factor in
protocol selection.

For organisations developing security systems for IoT environments, the findings of
Javed et al. [39] suggest considering both federated learning approaches and appropriate
security protocols. The paper examines various security techniques including VPN proto-
cols and emphasises the importance of secure communication over untrusted networks
like the internet.

Organisations planning for long-term security should consider quantum-resistant
VPN implementations as outlined by Shim et al. [15], as these will become increasingly
important in the face of evolving cryptographic threats.

Based on our statistically validated analysis, we recommend the following:

i.  High confidence recommendations:

- For VMware baseline environments: choose WireGuard (statistically significant
throughput and packet loss advantages, p < 0.001).

- For memory-constrained environments: prefer WireGuard (statistically signifi-
cant but small memory efficiency gains).

ii. Moderate confidence recommendations:

- For Azure high-latency scenarios: OpenVPN demonstrates significant through-
put advantages, though these benefits are conditional upon specific network
parameters.

iii. Low confidence recommendations:

- For Azure baseline environments: either protocol is acceptable (no statistically
significant performance differences).

- For general latency-sensitive applications: statistical analysis shows no signifi-
cant latency differences between protocols.

5.7. Future Research Directions

The challenges identified in our work and the critical evaluation point to several areas
where further research is needed.

Investigation into how protocol performance varies under different encryption set-
tings and security configurations to provide more granular guidance on optimising the
security—performance balance, with particular attention to quantum-resistant algorithms
as highlighted by Shim et al. [15]:

i.  Investigation of TCP congestion control algorithm interactions. A comprehensive
evaluation of VPN performance using BBR, CUBIC, Vegas, and other TCP variants
to understand algorithm-specific optimisation opportunities, with particular focus
on high-latency and high-loss network scenarios where algorithm choice may signifi-
cantly impact protocol performance.

ii. Expanded testing with larger-scale deployments to better understand the scalability
characteristics of each protocol [39].

iii. Analysis of protocol performance with diverse workloads and traffic patterns to iden-
tify potential optimisation opportunities, including real-time IoT data flows within
battery management systems as examined by Samanta et al. [19], which could offer
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useful context for evaluating communication protocol performance under varying
workloads and latency constraints.

iv. Comprehensive evaluation of traffic fingerprinting resistance techniques to address
the vulnerabilities identified by Xue et al. [25], assessing both performance impacts
and effectiveness. Examination of the performance of blockchain-integrated security
systems in hybrid environments combining cloud and on-premises components,
aligning with the deployment considerations discussed by Ayub et al. [22].

v. Investigation into the impact of hardware acceleration and specialised networking
features on protocol performance, building on Ehlert’s [16] work with hardware
security modules. The exploration of QUIC-tunnelling as a potential alternative to
traditional VPN protocols, extending Hettwer’s [20] research to diverse application
scenarios and environments

vi. Development of adaptive VPN frameworks that can dynamically switch between
protocols based on network conditions and application requirements, optimising
performance across variable environments.

vii. Virtualisation-protocol interaction studies: investigation into how different hypervisor
architectures (VMware vSphere, Microsoft Hyper-V, KVM, and Xen) interact with VPN
protocol processing mechanisms, with particular focus on packet handling efficiency
and resource scheduling impacts on security protocol performance.

5.8. AI/ML-Enhanced VPN Performance Optimisation
5.8.1. Intelligent Network-Aware Protocol Selection

Building upon the variance-constrained local-global modelling approaches demon-
strated in device-free localisation systems [51], future VPN implementations could incor-
porate machine learning models that continuously assess network conditions and dynam-
ically select optimal protocols. Such systems would address our finding that “protocol
performance is highly context-dependent” by creating adaptive frameworks capable of the
following:

Real-time network condition classification: Machine learning models could classify
network conditions (latency characteristics, bandwidth availability, and packet loss pat-
terns) and predict optimal protocol selection based on historical performance data. The
online learning paradigms successfully demonstrated in Wi-Fi-based device-free localisa-
tion [52] provide relevant frameworks for developing adaptive VPN systems that learn
from network behaviour patterns.

Predictive protocol switching: Al models could anticipate network condition changes
and proactively switch protocols before performance degradation occurs. This approach
would be particularly valuable in mobile environments where network characteristics
change frequently due to user mobility and varying infrastructure quality.

Environment-specific optimisation: Given our finding that “deployment context
(Azure vs. VMware) showed greater influence than protocol choice,” machine learn-
ing systems could learn environment-specific performance patterns and automatically
configure protocol parameters for optimal performance in each deployment context.

5.8.2. Al-Driven Performance Optimisation

Dynamic parameter tuning: Machine learning algorithms could continuously opti-
mise VPN protocol parameters based on real-time performance feedback and network
condition analysis. Unlike our static configuration approach, Al-driven systems could
adapt encryption levels, congestion control algorithms, and tunnel parameters to maintain
optimal performance under varying conditions.
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Anomaly detection and security enhancement: Al models could enhance VPN security
by detecting unusual traffic patterns that may indicate security breaches, performance
attacks, or network infrastructure issues. These systems would complement our Secu-
rity Efficiency Index (SEI) metric by providing real-time security—performance trade-off
optimisation.

Resource utilisation prediction: machine learning models could predict resource
utilisation patterns and proactively adjust protocol configurations to prevent performance
bottlenecks, particularly valuable given our finding of minimal but consistent memory
efficiency advantages for WireGuard.

5.8.3. Multi-Dimensional Performance Prediction

Holistic performance modelling: Al systems could integrate our comprehensive perfor-
mance metrics (throughput, latency, jitter, packet loss, and resource utilisation) into unified
prediction models that forecast overall VPN performance across different scenarios. This
would address our finding that performance advantages can “shift or disappear entirely”
under challenging network conditions.

Application-specific optimisation: machine learning models could tailor VPN perfor-
mance optimisation to specific application requirements, automatically prioritising latency
minimisation for real-time applications or throughput maximisation for bulk data transfers,
building upon our observation that “application requirements play a significant role” in
protocol selection.

5.8.4. Integration with Edge-Fog—Cloud Architectures

Tier-aware protocol management: Al systems could leverage our edge-fog—cloud
framework findings to implement tier-specific protocol optimisation strategies. Machine
learning models could automatically configure protocols based on computational tier char-
acteristics (ultra-low latency requirements at edge, moderate latency at fog, and variable
high latency at cloud).

Cross-tier performance optimisation: advanced Al systems could optimise VPN per-
formance across multiple architectural tiers simultaneously, potentially implementing
different protocols at different tiers within the same communication path to maximise
overall system performance.

5.9. Machine-Learning-Enhanced Research Methodologies
5.9.1. Al-Assisted Experimental Design

Adaptive experimental frameworks: future research could employ machine learning
algorithms to optimise experimental design in real time, automatically adjusting test param-
eters based on preliminary results to maximise information gain and reduce experimental
time requirements.

Intelligent baseline establishment: Al systems could automatically establish perfor-
mance baselines across diverse environments and conditions, addressing our current
limitation of static baseline measurements that may not capture full environmental vari-
ability.

5.9.2. Automated Performance Analysis

Pattern recognition in performance data: machine learning algorithms could identify
subtle performance patterns that traditional statistical analysis might miss, potentially
revealing new insights into protocol behaviour under specific conditions.

Predictive performance modelling: Al models could extrapolate our experimental
results to predict performance in untested scenarios, expanding the applicability of research
findings while identifying areas requiring additional experimental validation.
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Integration recommendations
For immediate implementation (short-term):

1. Incorporate machine learning models for real-time network condition assessment and
protocol recommendation.

2. Develop Al-enhanced monitoring systems that continuously track the performance
metrics identified in your study.

3. Implement predictive analytics for proactive protocol switching based on network
condition forecasts

For medium-term development:

1.  Create adaptive VPN frameworks that automatically optimise protocol parameters
using reinforcement learning.

2. Develop environment-specific Al models that learn optimal configurations for differ-
ent deployment contexts (Azure vs. VMware).

3. Integrate anomaly detection systems that enhance both security and performance
monitoring.

For long-term research:

1.  Establish comprehensive Al-driven VPN ecosystems that integrate protocol selection,
parameter optimisation, and security enhancement.

2. Develop quantum-ready Al systems that can adapt to post-quantum cryptographic
requirements.

3. Create unified performance prediction models that incorporate all identified perfor-
mance dimensions

5.10. Comparative Context: Performance of Alternative VPN Protocols

While our study focuses specifically on WireGuard and OpenVPN’s performance
across virtualised and cloud environments, it is important to contextualise these findings
within the broader landscape of VPN protocol performance to provide readers with a
comprehensive understanding of available alternatives.

5.10.1. IKEv2/IPSec Protocol Performance

IKEv2/IPSec demonstrates superior speed and stability compared to OpenVPN, with
innovative auto-reconnect features that enhance user experience, and a throughput per-
formance comparable to OpenVPN but with significantly faster connection establishment.
In the context of our findings, IKEv2/IPSec would likely perform similarly to OpenVPN
in our Azure environment tests, potentially offering advantages in scenarios requiring
frequent reconnection due to network instability [33,42].

For mobile deployments, IKEv2/IPSec represents the most stable option, particularly
when switching between different network interfaces (WiFi to cellular data) [33,36,42],
making it potentially superior to both WireGuard and OpenVPN for mobile edge computing
scenarios within our edge—fog—cloud framework. This characteristic addresses a limitation
not evaluated in our VMware and Azure static environment testing.

5.10.2. SSTP Protocol Performance

SSTP demonstrates a good performance in bypassing restrictive firewalls but exhibits
speed characteristics roughly equivalent to OpenVPN-UDP, lacking the superior through-
put advantages we observed with WireGuard in VMware environments. While SSTP
provides a fast, stable, and secure performance, its limited adoption by VPN providers
restricts practical deployment options [33].
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Given our finding that WireGuard’s UDP-only architecture creates deployment lim-
itations in restrictive network environments, SSTP’s firewall traversal capabilities could
provide advantages in corporate environments with strict outbound policies, potentially
outperforming both WireGuard and OpenVPN in such constrained scenarios.

5.10.3. L2TP/IPSec Protocol Performance

Research indicates that L2TP /IPSec protocols exhibit high jitter and latency charac-
teristics, making them unsuitable for streaming applications while remaining applicable
for web, email, and file-sharing applications [36,42]. Based on our performance analysis,
L2TP/IPSec would likely underperform both WireGuard and OpenVPN in our through-
put and latency measurements, particularly in the low-jitter VMware environment where
WireGuard demonstrated clear advantages.

The protocol’s inherent latency characteristics would likely compound the high-latency
conditions we artificially introduced in our testing, potentially resulting in even more severe
performance degradation than observed with either WireGuard or OpenVPN.

5.10.4. Legacy Protocol Considerations

PPTP, despite its historical significance, should no longer be considered for deploy-
ment, with even Microsoft advising against its use due to security vulnerabilities [36].
This protocol’s exclusion from modern comparative analysis reflects the evolution of VPN
technology toward the more secure and performant protocols evaluated in our study.

5.10.5. Implications for Protocol Selection

The performance characteristics of alternative protocols reinforce our primary finding
that protocol selection must be tailored to specific deployment environments and appli-
cation requirements. While our study demonstrates WireGuard’s advantages in VMware
environments and OpenVPN’s resilience in high-latency Azure scenarios, the broader
protocol landscape suggests the following.

For mobile and edge deployments: IKEv2/IPSec may offer superior stability and
reconnection capabilities compared to both protocols evaluated in our study, particularly
relevant for edge computing scenarios in our edge-fog—cloud framework.

For restrictive network environments: SSTP’s firewall traversal capabilities could pro-
vide connectivity advantages over WireGuard’s UDP-only limitations, though potentially
at the performance cost we documented for OpenVPN in optimal network conditions.

For legacy system integration: L2TP/IPSec, while exhibiting inferior performance
characteristics, may remain necessary for compatibility with older network infrastructure
that cannot support more modern protocols.

These considerations complement our finding that “optimal VPN protocol selection
depends critically on the specific deployment tier rather than universal protocol char-
acteristics” by extending this principle across the complete spectrum of available VPN
technologies. Future research incorporating these alternative protocols within our dual-
environment comparative framework would provide more comprehensive guidance for
enterprise VPN deployment strategies.

The performance advantages we documented for WireGuard in controlled VMware en-
vironments and OpenVPN'’s resilience in challenging Azure conditions represent important
contributions to the comparative literature, but organisations should consider the complete
protocol ecosystem when making deployment decisions that balance performance, security,
compatibility, and network constraint requirements.

In summary, our empirical results demonstrate that protocol performance is highly
context dependent, with WireGuard offering advantages in VMware environments while
both protocols perform similarly in Azure under normal conditions. Recent research
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extends these findings by highlighting additional considerations including quantum re-
sistance, fingerprinting resistance, hardware acceleration, and integration with emerging
distributed technologies. Protocol selection should therefore be guided by specific applica-
tion requirements, deployment environments, expected network conditions, and emerging
security considerations rather than general claims about protocol superiority.

6. Conclusions

Our comprehensive performance evaluation of WireGuard and OpenVPN across
Azure and VMware environments reveals that protocol performance advantages are highly
context dependent, varying significantly by deployment environment, network conditions,
and performance metrics. These findings challenge oversimplified assertions about pro-
tocol superiority and provide critical guidance for optimal protocol selection in diverse
deployment scenarios.

In VMware baseline environments, WireGuard demonstrated a substantially superior
TCP throughput (210.64 Mbps compared to OpenVPN’s 110.34 Mbps, a 91% improvement)
and UDP throughput (285.28 Mbps versus 154.88 Mbps, an 84% advantage), as shown in
our rigorous statistical analysis in Sections 4.1.1 and 4.1.2. These significant performance
differentials suggest that WireGuard'’s streamlined architecture provides particular advan-
tages in virtualised local environments, aligning with findings by Mackey et al. [14] on
performance comparisons of WireGuard and OpenVPN.

However, in Azure cloud environments, both protocols demonstrated a comparable
baseline performance, with nearly identical throughput metrics (WireGuard: 281.76 Mbps
and OpenVPN: 290.77 Mbps) and latency characteristics (approximately 85 ms). This
performance equivalence in cloud environments contradicts some earlier studies (such as
Wallin et al. [53] and Mackey et al. [14] that reported substantial WireGuard advantages
across all deployment scenarios.

Our innovative analysis of performance under challenging network conditions re-
vealed unexpected patterns that advance the current understanding of protocol behaviour.
In Azure high-latency scenarios, OpenVPN maintained a better TCP throughput (approxi-
mately 120 Mbps versus WireGuard’s 60 Mbps), while in VMware high-latency tests, both
protocols performed similarly poorly. This demonstrates that protocol advantages can
reverse or disappear entirely under adverse network conditions, a critical consideration for
deployments in environments with variable connection quality.

The resource utilisation analysis, detailed in Sections 4.1.3 and 4.1.4, challenges com-
mon assertions about WireGuard’s efficiency advantages. In Azure environments, both
protocols showed nearly identical CPU utilisation (approximately 32.5%), while in VMware,
both exhibited similarly low CPU usage. WireGuard consistently demonstrated marginally
better memory efficiency across environments (33.87% vs. OpenVPN'’s 36.42% in VMware;
14.69% vs. 14.80% in Azure), though these differences were statistically significant but
practically minimal.

The network reliability metrics presented in Section 4.1.4 revealed that WireGuard of-
fers substantial advantages in VMware environments, with 50% lower jitter (approximately
30 ms versus OpenVPN’s 60 ms) and dramatically reduced packet loss (12.35% versus
OpenVPN'’s 47.01%) under baseline conditions. These advantages translate to a tangibly
better quality of service for real-time applications in virtualised environments, representing
an important finding for organisations prioritising communication quality.

Our novel Security Efficiency Index analysis (Section 4.1.8) provides a new frame-
work for evaluating the practical efficiency of security implementations. This analysis
demonstrated that efficiency advantages are environment specific and metric dependent.
WireGuard showed marginally better efficiency across all metrics in Azure environments,
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while in VMware, the results were mixed: OpenVPN exhibited a better throughput effi-
ciency despite a lower absolute performance, but WireGuard offered substantial advantages
for latency-sensitive applications.

These findings have significant practical implications for organisational VPN deploy-
ments:

i.  Environment-specific protocol selection: Organisations should select VPN protocols
based on their specific deployment environment. For VMware environments under
normal conditions, WireGuard offers clear advantages in throughput, jitter, and packet
loss. For Azure cloud deployments, either protocol may be suitable depending on
specific requirements and expected network conditions.

ii. Application-dependent optimisation: Protocol selection should consider the specific
application requirements. For real-time applications in virtualised environments,
WireGuard’s lower jitter and packet loss provide substantial benefits. For throughput-
intensive applications, the advantages vary by environment.

iii. Network condition considerations: Organisations operating in environments with
variable network quality should recognise that protocol advantages can shift signif-
icantly under challenging conditions. Performance testing under realistic network
scenarios is essential for optimal protocol selection.

iv. Decision framework: organisations should implement a structured decision frame-
work for protocol selection that incorporates deployment environment, application
requirements, expected network conditions, and specific performance priorities.

Our research advances the field by providing empirical evidence that challenges
several common assertions about VPN protocol performance and offers guidance based
on specific deployment requirements. The significant protocol-environment interactions
observed in our study highlight the importance of context-specific testing rather than
relying on generalised performance claims.

Future Research Direction

Building upon our empirical framework and findings, our research agenda aims
to develop comprehensive, context-aware guidance for VPN protocol selection across
diverse deployment scenarios. This multi-phase approach will systematically address
the complexity of modern networking environments while extending our established
methodology to increasingly complex real-world scenarios.

Future research should expand upon these findings through a structured three-phase
approach:

Phase 1: Configuration and Scale Extensions
i. Investigating protocol performance with varied encryption settings and security

configurations.
ii. Evaluating larger-scale deployments to better understand scalability characteristics.

Phase 2: Complex Deployment Scenarios

i.  Examining performance in hybrid and multi-cloud environments that combine differ-
ent infrastructure types.

ii. Analysing performance with diverse application workloads to provide application-
specific guidance.

Phase 3: Advanced Optimisations

i.  Assessing the impact of hardware acceleration and specialised networking features on
protocol performance.
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This systematic research progression will culminate in a comprehensive decision-
support framework that considers deployment environment, application requirements,
security configurations, and infrastructure capabilities. Through continued empirical
research, organisations will gain increasingly precise guidance for optimising VPN deploy-
ments across their specific infrastructure environments, advancing the field toward precise,
context-aware protocol selection guidance.

In summary, our research demonstrates that VPN protocol performance is highly
context dependent, with advantages varying by environment, network conditions, and
specific performance metrics. This critical understanding challenges simplistic assertions
about protocol superiority and provides organisations with empirically grounded guidance
for optimising their secure networking implementations.
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