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Imran Shafique Ansari

As the communication industry is moving towards
the 5th generation (5G) of cellular networks and be-
yond, the traffic it carries is also becoming a mixture
of higher and lower data rate rate traffic origi-
nating from cellular users and Internet-of-Things
(IoT) networks, respectively. The main industries
where IoT has found its applications include, but
are not limited to, automotive, manufacturing, sup-
ply chain, agriculture, healthcare, and energy. All
the aforementioned industries have their specific
quality of service (QoS) requirements in terms of
bandwidth, latency, and storage regarding the trans-
mission of the data they generate. For instance,
vehicle-to-everything (V2X) communication in
the automotive industry requires ultra-low latency
without any need for higher bandwidth; however,
the IoT networks employed in agriculture gener-
ally require lower latency and lower bandwidth
communication.

In order to accommodate such a diverse re-
quirement in 5G networks, many solutions have
been proposed to tackle the problem from different
angles. For instance, network functions virtualiza-
tion (NFV) and software-defined networking (SDN)
have been proposed as possible solutions, designed
to decouple network services from the hardware
they are executed upon. These technologies are also
termed virtualization of network resources, which
are meant to accommodate diverse QoS require-
ments onto a single physical network. Although
these solutions are promising, there is a long way
to go towards end-to-end virtualization of cellular
networks.

In the literature, some researchers [1, 2] propose
employing device-to-device (D2D) communication
in the cellular access network to accommodate many
QoS requirements of IoTs. For the uplink, D2D
nodes can act as communication hubs to collect
slower data from an IoT network and transfer it to
the Cloud over cellular communication for storage
and processing. For instance, a D2D node can col-
lect data from various appliances in a smart home
and transfer it to a remote cloud server via cellular
or WiFi network. Similarly, for the downlink, D2D
nodes can act as a caching device for many IoT ap-
plications to reduce latency [2]. In addition, D2D
communication can also be used as an enabler of
many proximity-based applications, such as peer-
to-peer communication, proximity-based social
networking, and proximity-based advertisement
broadcasting.

All the aforementioned applications generate
huge amounts of data, which a cellular network
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Fig. 1 Different caching options for a content provider: The contents can be cached at any feasible option between the content
provider and the end user depending on the QoS requirement of the user and availability of resources at different caching
servers [2]

and/or D2D node may utilize to prioritize traffic
to ensure QoS for different IoT applications. This
data may contain some information that may be
personal to someone, who may not want to reveal
it. For instance, an advertising company may log
all the events while a customer visits a particu-
lar shop. It also logs the time and date when the
customer was near the shop. It can even log the dura-
tion a customer stayed near the shop. If the shop
is on the way to the office, the events are logged
on a daily basis. Carrying out process mining on
such events could expose sensitive information
that may reveal the personal habits of a person
(e. g., going to the office late orbeing absent on
a particular day).

Additionally, as D2D communication extends
the caching option right at the user’s proximity, the
cellular network needs to know exactly what a user is
looking for at a particular time in order to cache the
content in D2D networks. This becomes true for all
the caching options presented in Fig. 1. For instance,
depending on the requirements, a content provider
may place the content across a CDN (content delivery
network), a 5G intermediate node, an IoT gateway, or
cloudlet or D2D nodes. However, placing the content
within cellular network premises (5G intermediate
node to D2D nodes) will allow the cellular network
to log all the events, i. e., data accesses. Moreover,
this type of content caching enables numerous appli-

cations that try to save bandwidth across 5G cellular
networks. For instance, if two users are accessing
the same contents over the Internet, and they are in
the immediate proximity, the cellular network will
only provide contents to the single user with the
better channel conditions (say user 1), and the other
user (say user 2) will be served by the first one. It
is worth mentioning that user 2 will not know that
she is accessing the content from user 1, and, simi-
larly, user 1 will be unaware of her delivery of content
to user 2.

It is worth mentioning that a lot of personal
information can be exposed to process miners
in all these scenarios. Process mining is a tech-
nique that takes as an input the event logs and
records of the sequence of steps and discovers
a process of the model to expose personal infor-
mation. However, in the light of the above discussion
regarding data generation and processing in IoT-
based D2D networks, we believe that process mining
can be employed to reveal personal information of
customers using the services of a particular organi-
zation, such as a cellular network or an IoT services
provider.

In previous work [2], we proposed a con-
vergent encryption-based solution to ensure
security in caching environments. However,
we stress that similar approaches can be em-
ployed to ensure anonymity in IoT networks that
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use D2D either as a caching server or as data
distribution hub.
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