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Chapter 1 

Blockchain of Things for Healthcare Asset 
Management 

Sajid Nazir1, Mohammad Kaleem2, Hassan Hamdoun3, 
Jafar Alzubi4 and Hua Tianfield1 

The healthcare sector has a large deployment of critical assets, which must be 
available at the right place at the right time. This necessitates not only the location 
of the assets being monitored in real time but also the serviceability being ensured 
through predictive maintenance. The Internet of Things (IoT) has transformed real-
time data acquisition, which can be aggregated and analysed for meaningful 
inferences about the monitored process and assets. The information can be collected 
and exchanged through radio, Bluetooth or other communications technologies but 
raises privacy and security concerns as the critical asset information is susceptible to 
interception and tampering both in transit and at rest. 

 
The asset information is critical both for privacy preservation and tamper 

proofing. Combining the use of blockchain technology with IoT can provide a high 
degree of trust and security. The data can thereby be securely shared within the 
private blockchain only with the authorized parties.  

 
This chapter discusses the application of combining IoT and Blockchain 

technologies into a solution to address challenges in the healthcare sector. In 
particular, we  present an architecture for integrating IoT, edge artificial intelligence 
and blockchain technologies for asset management in the healthcare sector. 
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(AWS), Hyperledger Fabric, Raspberry Pi, Polkadot, Asset Tracking, Predictive 
Maintenance, Hashing, Internet of Things. 
 

1.1 Introduction 
The Internet of Things (IoT) has transformed many application domains through 
enabling real-time collection and processing of data. This is facilitated by the ever 
decreasing cost of sensors and sensor platforms, miniaturisation, efficient 
communications protocols, and low power devices. 

 
The blockchain concept has been popularized by cryptocurrencies such as 

BitCoin but has since then found applicability in many other application domains. 
The blockchain concept has been successfully applied in smart manufacturing, smart 
grid, food industry, supply chain management, unmanned aerial vehicles (UAVs) 
and healthcare [1]. An edge-of-things and blockchain based system for autonomous 
and safe vehicle intersection management is described by Buzachis [2]. The large 
volume of data generated by the smart vehicles and its storage can be shared securely 
using blockchain [3]. The use of blockchain in the field of transport and logistics can 
bring seamless mobility of goods and services across borders [4]. A blockchain of 
things architecture is proposed for manufacturing to combine Industrial IoT with 
permissioned blockchain to overcome the challenges of the centralised architecture 
of IoT [5]. A blockchain based secure authentication and data sharing scheme for 
IoT is described by Fan [6] providing a trade-off between security and efficiency. 

 
A major project is the web3.0 foundation [7] which utilized some blockchain 

technologies as well as open source web technologies to design and build 
development networks, cross-chain message passing methods and protocols 
providing secure environment for cross-chain composability of data, for example, 
XCMP for Cross-Chain Message Passing. Other applications of blockchains in 
sensor technologies are the HNT (Helium) [8] and MXC [9] projects. Helium is a 
wireless network powered by blockchain and MXC is a smart city IoT network built 
on blockchain. PharmaLedger project provides blockchain based healthcare [10]. It 
is a consortium of 28 institutions with eight use cases and participation by major 
pharmaceutical companies. The project also offers inter-operability with multiple 
blockchains [10].  

 
Blockchain economy was expected to reach $ one trillion by 2020 [11]. Increase 

in blockchain based asset management will be propelled by large enterprises in 
banking and healthcare [11]. It is predicted that blockchain will provide $3.1 trillion 
of value addition by 2030 [12]. Scalability and latency are the two major barriers for 
the adoption of blockchain healthcare applications [13]. 

 
In an increasingly connected society, the integration of blockchain with IoT, 

Artificial Intelligence (AI), Edge and Cloud Computing, and 5G technologies is of 
paramount importance [4]. The combination of IoT, blockchain, AI and big data can 
produce significant impacts [14]. There is a need for IoT based healthcare systems 
to evolve and adopt technologies such as AI, big data for processing the large data, 
while providing privacy and security [15]. The combined use of these cutting edge 
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technologies can provide solutions for critical areas such as healthcare asset 
management. 

 
The remainder of this chapter is organized as follows. Section 2 describes the 

healthcare asset management. The challenges and opportunities in healthcare are 
presented in Section 3. Blockchain concepts and frameworks are covered in Section 
4. Section 5 describes the proposed healthcare asset management architecture. The 
major healthcare application areas that can benefit from blockchain and edge AI are 
presented in Section 6. Finally, Section 7 provides the conclusion and future work. 

1.2  Healthcare Asset Management 
Healthcare asset management is critical as it can have profound effects on the health 
and lives of both in and out-patients that require the consumables, or a machine or 
data collection, consent and verification at various points in time/locations. The 
placement of medical assets improves the treatment of patients and can also have an 
effect on the outcomes in emergency situations [16].  

 
Asset tracking represents an existing challenge in the healthcare sector [17]. It 

is estimated that an average hospital loses around 15 per cent of its assets every year, 
requiring unnecessary staff time to search for the equipment, and in some cases 
purchasing or renting the equipment, that the hospital already holds [18]. Thus 
significant and otherwise useful staff time is lost in searching for supplies such as 
infusion pumps [18]. 
 

An asset management system for tracking and managing healthcare assets in a 
hospital setting with Radio Frequency Identification (RFID) technology is described 
in [19]. The collected information gets stored in a database from where it can be 
accessed over mobile phones to determine the position of the tracked asset [19]. The 
RFID tagging of the assets was used for tracking the assets. Within two years of a 
RFID solution, National Health Service (NHS) Forth Valley saved over £343,000 
through avoiding unnecessary purchases of additional equipment, and timely 
decommissioning of the equipment [18]. 
 

IoT devices can capture the real time data of a patient, determine an accurate 
location for a physical asset such as infusion pumps, and can also predict any fault 
or failure. Thus at any time, an accurate location aids the utilisation of the medical 
devices which can then be redeployed readily whenever a change in location is 
required to serve another patient or operation. 

 
It is important that the assets are located quickly once required. The use of IoT 

can be especially beneficial for mobile medical devices or assets by incorporating 
equipment-borne sensors and data collection which can provide real-time location 
information to the staff [20]. This can lead to an efficient utilisation of equipment 
and saves time in locating and transporting it across a medical facility [20]. This 
concept taken a step further can provide useful insights into the need for periodic and 
predictive maintenance based on equipment’s usage pattern or any anomalous 
readings. 

 
Blockchain is a distributed ledger with its data shared amongst the network 

peers [21]. Integration of Distributed Ledger Technology (DLT) with the IoT 
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technologies can provide improvements in health related data sharing [22]. The study 
showed that a fully decentralised system for health data sharing is possible through 
edge computing devices that replace the local server [22]. 

  
Various communications technologies are being used in the healthcare sector. 

The commonly used communications technologies are bar-codes, RFID, Bluetooth 
and Wi-Fi [16]. The choice of the technology can be governed by the required 
characteristics of the technology, and constraints in the asset tracking application. 

Smart healthcare systems require reliable and secure communications links, 
and good Quality of Service (QoS) support at low power [15]. A good comparison 
of the technologies can be found in [15]. Low power wireless technologies are 
essential for healthcare systems exploiting IoT; however, there are associated 
challenges in security and privacy [15]. 

The movement and utilisation of hospital resources through IoT tracking 
devices is possible due to the technology advancements [23]. A real-time system for 
asset tracking using Bluetooth Low Energy (BLE) and Wi-Fi for improving nursing 
workflow and hospital efficiency is described in [16]. The developed tags were 
attached to the assets which together with BLE beacons established the asset tracking 
system [16]. The authors suggest the sensor type, users, asset type, and the area of 
operation as the important factors to be considered for asset tracking [16].  The 
system used the Wi-Fi for an approximate location within the hospital, whereas 
positioning with a higher degree of accuracy was determined through BLE beacons 
[16]. 

An IoT based healthcare management system (IoT-HAMS) is proposed by   Lee 
[23] that utilised Wi-Fi and RFID to track the location and also to monitor the 
condition of the assets by measuring temperature, acceleration etc. [23]. The system 
is integrated with Artificial Neural Network (ANN) and Fuzzy Logic module to 
provide additional features such as preventive maintenance, and remaining shelf life 
[23]. All assets were fitted with RFID tags and the collected data through a back end 
device was sent to cloud storage [23]. The system was capable of not only providing 
an asset location but also monitored any asset with high deterioration value, such as 
blood bags for timely alerts [23]. The study tracked infusion pumps in a trial 
implementation [23]. 

AI can be used with IoT for collecting data, and a blockchain to improve 
security and avoid a centralised architecture [12]. The combined use of these 
technologies has immense potential for complex problems [12].  

 

1.3 hallenges and Opportunities in Healthcare 

1.3.1 Health and Safety 
 
The health and safety of the patient is of paramount importance. The data collection, 
transmission, and storage should in no way compromise the health and safety of a 
patient. Given that the connections with a centralized server or the cloud platform 
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may become unavailable due to Internet or hardware issues, this at no time should 
compromise the safety of the patient and any equipment that is in operation.  
 

The edge or gateway devices with local storage can provide an interim storage 
of the data which can be uploaded and analysed at the cloud once the connection is 
restored. 

1.3.2  Regulatory Requirements 
 
The regulations require use of certain communications bands to avoid interference 
with other medical equipment utilising it. In other cases the tracking system may 
experience interference from existing equipment [16]. Similarly there may be 
constraints on the use of wired connections for the sensing and tracking equipment 
that brings its own challenges of the battery operation and replacement [16].  

1.3.3 Data Privacy 
 
The data privacy for the patients is utmost important during acquisition, 
transmission, storage, and analysis. The location, inventory and state of the medical 
equipment are also required to be shared only with the authorised parties. 
 

The privacy concerns have resulted in the data protection regulations becoming 
stricter, such as General Data Protection Regulation (GDPR) [22]. The healthcare 
data can be communicated and analysed by preserving its privacy through 
blockchain technologies [20]. 

1.3.4 Data Security 
 
The health data stored in centralised databases is susceptible to data tampering and 
other types of malicious attacks [22]. Use of blockchain overcomes many of the 
associated problems with a centralised architecture [14]. The only single point of 
failure in blockchain is the clock required for timestamp [14]. 
 

The healthcare data is extremely valuable and patients need increasingly more 
and more control over their personal data captured through on-person devices such 
as smart watches [20]. 
 

Data security is important during data collection, transmission and analysis of 
healthcare records in cloud environments [24]. A Robust Healthcare-based 
Blockchain (SRHB) is proposed using encryption to transfer the data securely [24]. 

1.3.5 Device Security 
 
The security of IoT devices is still an open issue. There are a lot of devices provided 
by numerous manufacturers and as yet there is no consensus on the type of messaging 
protocols some of which are proprietary. Most protocols are simple with not so much 
security built into those. Some standardisation efforts have been seen in the 



8 Healthcare Monitoring and Data Analysis using IoT 

development of communications protocols such as ISO/IEC 62443 [25] which can 
help strengthening security. 
 

The gateway device for connecting to the cloud, such as Amazon Web Services 
(AWS) platform will need to have all the security credentials set up on the device 
before a secure connection can be established. However, no such guarantees can be 
provided for other low power devices which might be susceptible to eavesdropping 
and malicious attacks. 
  

The security of IoT devices is also likely to be addressed through blockchain in 
the future [14], [21], such as replacing a centralised server or cloud based solution 
with a decentralised architecture. 

1.3.6 Equipment Interoperability 
 
There are different medical equipment manufacturers and most provide a proprietary 
system. This is a challenge for healthcare providers and clinicians as this could lead 
to vendor lock-in where the equipment from a particular manufacturer dominates the 
inventory and it is difficult to switch to better and cheaper alternatives due to the 
associated cost of switching and adjustment. 
  

The vendors have to reach a consensus and agreement on the communications 
protocols and messaging protocols for equipment interoperability to happen. 
Medical device manufacturers’ standards, such as ISO 13485 are used to harmonize 
regulatory requirements to achieve traceability, process validation and international 
compliance across healthcare products worldwide. Some aspects of interoperability, 
also relate to usability by users. This is defined in IEC 62366-1:2015, Medical 
devices — Part 1: Application of usability engineering to medical devices and its 
equivalent standards in US, EU and Canada, for a summary see [26].  

1.3.7 Resource Constraints 
 
The low power IoT devices don’t have the necessary storage and computation 
facilities on board to store the entire blockchain or carry out the data processing. As 
a reference, BitCoin blockchain reached around 185 GB in Sep 2018 [1]. The 
standardised system for energy management for medical devices is specified in ISO 
50001[27].  

1.3.8 Sustainability 
 
Sustainability is an important concern for device manufacturers. This is usually 
implemented via adopting an environmental management system compliant with 
ISO 14001 [28] that help to cut-down waste and reduce overall carbon footprint. 

https://www.nqa.com/en-us/certification/standards/iso-13485
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Blockchain can be used for creating measurements of CO2 and waste points across 
the healthcare supply chain. 

1.4 Blockchain: Concepts and Frameworks 
 
The blockchain concept since its inception and popularity due to cryptocurrencies 
has increasingly being employed in other areas due to its advantage of privacy and 
security. The basic functioning of a blockchain is provided by Fernández-Caramés 
[21].  

1.4.1 Block Structure 
The block’s structure and its relationship to the blockchain are shown in Fig 

1.1. Each block comprises of a block header and the block data. Each block contains 
the hash of the previous block’s header. The first block in the blockchain is termed 
as the Genesis block, and as it does not have a previous block; the value of previous 
block’s hash in the first block will be zero. The field timestamp contains the time of 
block’s addition to the blockchain. Nonce is an integer that provides additional 
security. As shown in Fig 1.1, each block also contains the hash of its own block 
data. Any tampering with the block data will result in the hashes to be invalid, and 
thus any tampering will be evident. 

 
 

 

 
Figure 1.1 Structure of a block in a blockchain. 
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1.4.2 Smart Contracts 
Smart contract is defined as “a self-executing programme in a blockchain 
environment, meant to implement automated transactions agreed by the parties.” [4]. 
Smart contracts provide an automated mechanism for decentralised agreements and 
enable regulated resource exchanges between peers [29]. Ethereum is the most 
popular platform for running smart contracts [21]. Ethereum provides a 
programming language that can be used to encode complex interactions between the 
parties involved [29].  

 
These smart contracts are analogous to paper contracts and thus can be used to 

meet regulatory requirements for the standards such as the Health Insurance 
Portability and Accountability Act of 1996 (HIPAA) [17]. 

1.4.3 Cryptography and Distributed Ledger Technology 
Every node in a blockchain peer-to-peer network has private and public 
cryptographic keys [21]. Transactions in a blockchain have to be signed and 
timestamped [21]. The technology uses public key cryptography for digitally signing 
the transactions between parties [14]. The private key is used to encrypt the 
information for providing a digital signature that is authentication, whereas the 
public key is used for decrypting the information sent by the corresponding private 
key holder. Blockchain makes possible the transactions between two or more parties 
without the requirement of a trust or validating authority between them [30].  
 

Traceability can be achieved in blockchains through a series of blockchains 
with the timestamps [4]. A key development triggered by blockchain technology is 
the concept of distributed ledger technology (DLT) that allows the information to be 
exchanged across different endpoints while ensuring its integrity, security and 
privacy. Blockchain provides a tamper-proof ledger of transactions that can be 
shared. Blockchain architecture preserves privacy, provides security, and 
decentralised architecture providing data integrity [3].  

1.4.4 Consensus Protocols 
Consensus in a blockchain refers to the process used by the nodes to verify a 
transaction and to agree to its existence on the ledger [20]. A block can only be added 
to a blockchain after the majority of nodes agree that the block is valid. A discussion 
of consensus algorithms for healthcare is described in [31], [32].  

 
The transactions or blocks are linked together forming a blockchain [14]. These 

blocks require a consensus before being added to the chain and therefore it is 
extremely difficult or impossible to modify or remove a block [14]. A malicious 
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attacker must have at least 51 per cent of the computational resources thus making 
blockchain block corruption nearly impossible [33].  

1.4.5 Blockchain Classification 
Blockchains can be classified according to the nature of access required as follow: 

 Private blockchain 
 Public blockchain 
 Consortium blockchain 

 
The public blockchain can be joined by anyone as a simple node or as a 

validator/miner without requiring an approval [21]. On the other hand, the private 
blockchains have restricted access [21]. Consortium blockchains may be controlled 
by a single or multiple groups [1]. In addition, blockchains can also be further 
classified as permissioned and permissionless. The permissionless blockchains are 
open and public, whereas permissioned blockchains are closed and private. 

1.4.6 Blockchain Frameworks  
Blockchain frameworks make it easier to implement a blockchain solution. Rather 
than develop a complete end-to-end blockchain solution from scratch, the process is 
simplified through use of a framework.  
 

The major cloud providers are also providing blockchain as a service and 
making it easier to use. Microsoft has released a framework named CoCo that helps 
to create blockchain agnostic consortiums based on groups of trusted parties, such as 
multiple hospitals, device suppliers and manufacturers [17]. 

 
There are many blockchain platforms that suit healthcare applications. The 

details are provided in [31]. Besides, there are blockchain frameworks, such as 
Ethereum and Hyperledger Fabric which can be used to develop healthcare 
applications. The recent trend is towards open source frameworks and two of the 
most favoured and popular blockchain frameworks are Hyperledger Fabric [34] and 
Ethereum [35]. 

 
1.4.6.1     Hyperledger Fabric 
 
Hyperledger Fabric is an open source permissioned DLT for enterprise use. 
Hyperledger supports smart contracts using general purpose programming languages 
which means that it is easy to be adopted by organisations. It is a permissioned 
blockchain, that is, the participants can trust each other as they are already known to 
each other. Another advantage is that different consensus algorithms can be used 
with it. Considering the previously mentioned advantages, Hyperledger Fabric is 
regarded as one of the popular platform and enables privacy and confidentiality of 
the transactions [34].  

 
1.4.6.2     Ethereum 
Ethereum is also an open source platform and has a large market capitalisation. It 
provides a blockchain with built-in Turing-complete programming language which 
means that any type of computation can be carried out. Smart contracts are written 
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with Solidity programming language.  Ethereum is a public permissionless 
blockchain and uses Proof-of-Stake (PoS) as the consensus protocol [35], [36].  

1.5 Blockchain of Things Architecture for Healthcare Asset 
Management 

 
In this section, we present an architecture for healthcare asset management through 
the integration of the IoT, Blockchain, and edge AI technologies. 
 

Asset in a blockchain are simply the items about which we intend to store 
records [20]. In this chapter, we use the term healthcare assets to include both the 
medical records, and medical appliances. Moreover, some healthcare use cases 
involve information, such as databases, consent forms, etc. which can benefit from 
distributed collection and verification in our proposed architecture.  

 
In healthcare, opportunities exist for sharing of healthcare data, tracking of 

medical devices, and tracking of the drug supply chain [17]. An IBM study has 
shown that 60 per cent of healthcare stakeholders believe that medical device asset 
management and integration has the greatest potential for disruption [17]. 

 
Healthcare assets are very critical and it is of utmost importance for the 

authorized personnel to be aware of their location and serviceability so that these can 
be readily brought to use once required. Moreover, the status of the data 
collected/retained in those assets is of critical importance to better healthcare 
outcomes as well as important for patient privacy and confidentiality considerations. 

 
There has been an increase in the number of devices per bed and the cost of 

mobile clinical assets is also on an increase [37]. Healthcare establishments have an 
opportunity to make enormous savings through accurate identification of their 
underutilised assets [37]. 
 

We provide a holistic solution for asset management by integrating Blockchain, 
IoT and AI at the edge devices. Blockchain provides the required security of the 
critical and sensitive healthcare information whereas edge AI helps to take decisions 
closer to the source of the data on the edge device itself. Thus AI can take decisions 
closer to the point of use [38]. 
 

We propose to use a round robin consensus algorithm [32]. The edge nodes will 
thus be selected in a pre-determined order. This ideally suits the permissioned 
blockchain where there is a degree of trust between nodes and results in energy 
saving. The hospital facility or consortium can use a permissioned private blockchain 
where an entity will be allowed to join in only on being accorded permission. The 
entities involved here could be the hospital staff, medical suppliers, etc. 
 

The proposed architecture for healthcare asset management is shown in Figure 
1.2. The architecture could be visualised as layers. At the bottom layer we have the 
medical assets whose location needs to be tracked and managed. The assets will have 
Bluetooth Low Energy (BLE) tags attached so that their positions can be determined 
through strategically placed gateway devices. We anticipate communications and 
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processing at the edge node and therefore consider a Raspberry Pi to be a suitable 
device to be used as a gateway. The Raspberry Pi has both Wi-Fi and Bluetooth 
interfaces and can also be used to communicate over the cellular network. The 
complete blockchain will be stored in the cloud where AI and analysis can be carried 
out. Based on the smart contracts, the cloud application will determine any 
anomalous behaviour to trigger an automated alert. The location of the asset can be 
made available through a mobile application. 
 
 

 
 

Figure 1.2 Proposed architecture for an integrated framework for IoT, Edge 
Computing, AI, and Blockchain.  

 
The BLE standard facilitates better accuracy in determining the proximity 

compared to other technologies [39]. The latest standard in BLE technology has a 
reduced latency, and reduced airtime, facilitating a longer battery life for use with 
low power devices [39]. 

 
The devices comprise sensor nodes which for larger and moveable assets can be 

placed with the device and can communicate over BLE in order to accurately locate 
the device. The architecture is communications technology agnostic and depending 
on the application constraints could also use RFID tags or another technology that 
can be used to scan an asset as it moves from one healthcare zone to another. 
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However, BLE provides an automated way to track the assets as they move within 
the healthcare facility or are taken out of it. 

 
In Figure 1.2, the edge nodes (i.e., edge servers/nodes) form a peer-to-peer 

network and participate in a blockchain that is managed by access control of the 
blockchain platform. Edge servers execute their smart contract policies and may 
initiate a new transaction on the blockchain platform. One original/root chain is 
grown based on the blockchain’s consensus protocol to which all edge nodes 
subscribe themselves, and each edge server may maintain a local copy of the up-to-
dated root blockchain. Also blockchain allows all verification to occur in the 
network- reducing the device complexity and data processing requirements [40]. 
 

The healthcare blockchain for asset management can be shared between 
hospitals, maintenance and service providers, and other stakeholders. This ensures 
that all the authorised stakeholders can have access and independently verify each 
transaction [14]. 
 

With the recent uptake of blockchain technology by the healthcare 
establishments and large suppliers of medical equipment it has also become 
important to consider communications mechanisms between blockchains.  

  
We propose to use Polkadot [41] XCMP protocol. It defines how messages can 

be passed among parachains with no additional trust assumptions beyond the 
economic security of the relay chain. Such protocol will add value and 
simplifications to patient data record exchange across location boundaries - a typical 
challenge for current cloud providers. 

 
Another protocol that can be used between different blockchains is Inter- 

Blockchain Communication (IBC). This ensures authentication, statefulness of data, 
reliability and order of the patient records [42].  

 
The combination of blockchain and IoT was described as blockchain of things 

[1]. Blockchain is a perfect way to overcome the challenges of decentralisation, 
diversity, heterogeneity and network complexity of IoT devices [1]. The authors 
describe the challenges of storing a blockchain at an IoT device and propose a full 
node, that stores the entire blockchain, and a lightweight node storing only a partial 
blockchain [1]. More details on types of blockchain nodes are provided in [31]. 
 

IoT devices can acquire real-time patient data but generally this is processed 
and stored centrally, where the centralisation could become a single point of failure, 
subject to tampering and privacy exploits [31]. The IoT and blockchain integration 
can avoid such problems through decentralised processing and storage of IoT data 
[31]. Blockchain of Things will be implemented in an edge computing environment, 
in which the edge nodes are equipped with the capabilities of information processing 
and computation necessary for the blockchain. 
 

Nowadays, AI systems have seen a wide deployment in many areas. Major 
providers of  the AI research are often the big Cloud Service Providers (CSPs). AI is 
also being deployed to the edge devices [12]. Edge devices such as Raspberry Pi 
devices are now quite powerful and can be equipped with enough storage to store 
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data and processing locally in case the connection with the cloud is disrupted. Edge 
computing can support distributed and low-latency applications that can help to 
decrease the network traffic [21]. 
 

The big data generated by the IoT devices can be difficult to be managed by the 
centralised cloud model, and hence there is more emphasis on a decentralised model 
with edge devices storing and processing the information locally and sending only 
the required information to the cloud [2]. Decentralising the AI can result in more 
equitable development and use of AI compared to a centralised mechanism such as 
those based on cloud infrastructures [43]. The edge computing makes it possible to 
run artificial intelligence algorithms on edge devices [38]. This not only ensures a 
close to source computation that safeguards sending the raw data all the way back to 
the cloud but also makes it possible to generate a quicker response. 

 
Moreover, edge AI can be leveraged to accelerate certain processing 

requirements, verify healthcare data assets in time, or make decisions faster e.g., in 
a healthcare decision support system use case. 
 

Edge AI does not require the complex AI models to be trained on the edge 
device itself but rather pre-trained models can also be used [38]. Bringing 
computation to the edge of the network, improves energy efficiency, latency and load 
optimisation [44].  

1.6 Major Healthcare Application Areas 
 
This Section describes the major application areas for Blockchain of Things in a 
healthcare setting. Use of blockchain technologies to solve the real-world problems 
in healthcare and biomedical sciences such as for research, supply chain, and for 
securing health data are described in [45].  
 

Healthcare is a prime domain for application of blockchain technologies as it 
provides fraud prevention, tamper-proofing, and a trustless sharing of data [17]. A 
lot of potential for application of blockchain exists in the healthcare sector exists and 
there are not many examples that have gone into production [46]. The use of 
blockchain with smart contracts for Internet of medical Things is provided in [30].  
A healthcare data sharing system is proposed using IoT and DLT for a secure and 
tamper resistant system [22]. 

1.6.1        Healthcare Records 
 

The medical data is increasing and requires being stored securely [20]. A blockchain 
based solution for healthcare record storage can enable a trusted AI ecosystem [43]. 
A cloud based secure storage of healthcare data is proposed in [24] where the clinical 
data can be shared and accessed by doctors, insurance agents etc.  

 
Data sharing has many opportunities for healthcare improvements but also 

involves many privacy challenges [17], [46], [47]. The data may need to be shared 
between the healthcare providers, insurance companies, and patients [17]. 
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Blockchain solves this by providing a secure record that is unalterable and can be 
shared in a decentralised setting [20].  

 
A discussion of the various architectures for blockchain based data sharing is 

provided in [47]. A data sharing scheme is proposed for sharing of IoT healthcare 
data, combining peer-to-peer network, blockchain and a digest chain [13]. An 
architecture termed IoBHealth, by combining IoT and blockchain is proposed for 
healthcare data management [31]. 

1.6.2        Device Location Management 
 

The location management can include all activities relating to device tracking, 
knowing its current state and position at any given time, and removal on 
decommissioning [17]. This aids in timely retrieval of devices, and safeguards 
against unnecessary purchases [17]. The accurate and timely information about the 
medical assets is important to ensure that all the required supplies are available at the 
required location. The use of blockchain technology can not only help establish 
where a device currently is, but also can trace its journey through its lifecycle aiding 
regulatory compliance [17]. Device tracking can assist with loss, theft and tampering 
due to the immutable nature of blockchain [17]. 

1.6.3       Preventive and Predictive Analysis 
 

The maintenance can be planned both on a periodic basis based on the maintenance 
cycle of medical equipment and also the conditions of any imminent failure or 
malfunction can be predicted based on data analysis. For instance, automated 
measurement of machine temperature or vibration on a periodic basis can determine 
if these are beyond normal range and hence indicate the need for an inspection or 
repair. 
 

Similar to these applications, machine learning techniques can be applied to 
patients’ data for predicting onset of a particular medical condition even before the 
symptoms appear. Blockchain can be very useful for such sharing of data across 
hospitals in a secure manner [46]. 

1.6.4       Data Visualisation 
 
It is important that the information about healthcare assets is made available such 
that it makes it easy to determine the assets’ location at any given time. The data 
visualisation would normally present the data after all the processing for a 
summarised depiction and may be presented through a desktop, web or mobile 
application [15]. This must take the user interface design principles into account for 
wide user adoption and benefit [15]. The data visualisation for the tracking 
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information could also be provided through mobile phones to track the asset location 
[19]. 

1.6.5      Forecasting 
 

In addition to the inventory management, the use of demand forecasting is also on 
the rise in healthcare applications [23]. This is helped by the advances in IoT 
technologies used in conjunction with inventory and forecast management [23]. The 
relevant data to make the right decisions at times is collected but stored in different 
information systems making its visibility and utilisation a challenge [23]. The 
improvements in forecasting can be achieved by using Deep Learning and Fuzzy 
Logic techniques [23]. 

1.6.6      Assisted Living and Patient Monitoring 
 

The use of on-person sensors can be very helpful to the healthcare professionals for 
remotely monitoring the health status of a person for any anomalies or deviations    
from the normal state. The assisted living makes it possible for the elderly persons 
to continue to live in their homes with or without the family support.  
 

Senior citizens through wearable devices can provide a stream of monitored 
data such as blood pressure, and heartbeat rate etc. [1], [15], [48]. However, the 
degree of attention and monitoring similar to an in-patient in a medical facility can 
be provided through the latest digital technologies. 
 

Blockchain can improve the security of the monitoring devices by protecting 
the patients’ data [47]. A blockchain and IoT based remote patient monitoring system 
is reported in [49], that can alert the healthcare providers in case of need.  
 

A system is proposed for ambient assisted living using IoT sensors, healthcare 
devices and automated decision making through AI at the edge [38]. A remote health 
monitoring architecture and use case of ECG feature extraction with an IoT based 
system with blockchain and edge computing is provided in [44]. The system utilised 
a Raspberry Pi as a sensor node, Wi-Fi and Bluetooth as communications 
technology, and a private Ethereum network [44].  

1.6.7     Healthcare Supply Chain Management 

Supply chain management is important for any sector that has to track goods from 
an originating source to its destination [50]. It is important to ensure that the 
medication is authentic in order to safeguard patients' health and safety [50]. Drug 
counterfeiting is a major global problem and has its adverse effects on the health, 
and finances of the patient, together with making it less attractive for companies to 



18 Healthcare Monitoring and Data Analysis using IoT 

invest in research and development [45]. The counterfeit medication is a prevailing 
issue in developing countries but is also present in developed countries [50].  

1.6.8     Acquiring/Processing Patient’s Clinical Data 
 
The patients control over their personal medical data is on an increase. Blockchain 
can make it possible for personal medical data sharing  where the control remains 
with the person sharing the data and they may also be compensated for this. 
Similarly, the medical images can also be shared with the consent of the patient [47]. 
This gives control to the patient as to who can access and use their data [50]. Using 
blockchain, various healthcare systems and providers can interoperate and share 
patients’ data through the decentralised ledger [17]. A blockchain based patient-
centric architecture for sharing of medical records where the patient decides the 
shared information granularity is described in [43]. 

1.7 Conclusion and Future Work 
 
Despite the advantages of blockchain, its full potential has not yet been realised in 
healthcare [46] and this will change in the very near future due to its recent uptake. 
 

This chapter presents a blockchain based architecture for edge artificial 
intelligence for healthcare asset management. The combined use of the latest 
technological advances in the fields of Internet of Things, Blockchain, Artificial 
Intelligence and their availability on edge and also on the cloud platforms can 
provide insights and solutions to complex problems. This can provide enhanced 
security and privacy of the data. The proposed permissioned private blockchain 
architecture on edge and cloud platforms provides an appropriately secure 
framework for supporting healthcare applications such as asset management. 
 

In our future work, we will implement the proposed architecture using the 
identified technologies for asset management in a healthcare facility. The data 
analysis on the cloud platform will be explored for providing data visualization of 
the managed assets.  
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