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ABSTRACT
Insider threat protection has received increasing attention in the last ten years due to the serious con-
sequences of malicious insider threats. Moreover, data leaks and the sale of mass data have become
much simpler to achieve, e.g., the dark web can allow malicious insiders to divulge confidential data
whilst hiding their identities. In this paper, we propose a novel approach to predict the risk of mali-
cious insider threats prior to a breach taking place. Firstly, we propose a new framework for insider
threat risk prediction, drawing on technical, organisational and human factor perspectives. Secondly,
we employ a Bayesian network to model and implement the proposed framework. Furthermore, this
Bayesian network-based prediction model is evaluated in a range of challenging environments. The
risk level predictions for each authorised users within the organisation are examined so that any in-
sider threat risk can be identified. The proposed insider threat prediction model achieved better results
when compared to the empirical judgments of security experts

1. Introduction
Insider threat incidents have increased to significant lev-

els (Walker-Roberts et al., 2018). Attacks carried out by
insiders are among the more expensive types of informa-
tion security breaches. According to a recent report by the
Ponemon Institute LLC, the average cost per insider inci-
dent is £220,000 (Ponemon Institute LLC, 2018). This is
because insiders often have good knowledge of the environ-
mental set-up, and ready access to the assets owned by their
employers. Such individuals often have the trust of their
organisation, which enables them to gain authorised access
and bypass electronic and physical security controls (Mills
et al., 2017). Nonetheless, more than 75% of these incidents
are typically handled internally without being reported to
law enforcement agencies, and often no legal action is taken
(Cappelli et al., 2012).

A socio-technical approach employingmulti-perspective
concepts to aid the assessment of new and existing technolo-
gies was initially proposed by Linstone (Linstone, 1981)
during the 1980s. Socio-technical methodologies identify
interactions between people and technology, whether in the
workplace or more generally in society. McCumber et al.
(McCumber, 1991) applied this approach in a security con-
text, presenting a security measure model for understanding
the complex issues inherent in ensuring that information is
secure. They identified three dimensions to this: (a) policy
and practice, (b) technical, and (c) education, training and
awareness.
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Recently, Greitzer et al. (Greitzer et al., 2018) pro-
posed a knowledge-based ontological framework of individ-
ual and organisational socio-technical factors that might be
used to evaluate insider threats, which they referred to as
SOFIT (Socio-technical and Organizational Factors for In-
sider Threat). This framework integrated several indicators
previously reported on in (Greitzer et al., 2016) and imported
from Costa et al.’s Insider Threat Indicator Ontology ITIO
(Costa et al., 2016). Their framework demonstrates that non-
technical controls can enhance the mitigation of the potential
malicious insider activity. It is rare, however, to see an in-
sider threat approach that has implemented this concept of
addressing the problem from multiple perspectives in a real
demonstration.

This paper focuses on presenting a comprehensive
risk prediction framework that considers malicious insider
threats. We develop the new prediction framework based on
the outcomes of the research literature reviewed in Section 2.
Bayesian Network (BN) based statistical methods are used to
model and implement the prediction framework.

The rest of this paper is organised as follows. Section 2
presents the background and related work on insider threat
detection. Section 3 presents the framework for insider
threat risk prediction, where Bayesian network methods are
used to construct the prediction model. Section 4 reports on
case studies to predict potential insider threats, and Section
5 verifies and validates the prediction model. Finally, the
paper is concluded and future work is presented in Section 6.

2. Background
Although significant work has taken place in recent

years, relatively little progress has been made overall in
mitigating insider threats (Walker-Roberts et al., 2018).
Malicious insider threat activities may be detected by indi-
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viduals who are not part of the organisation’s security staff.
This is evidenced in (Keeney et al., 2005; Zeadally et al.,
2012), where it is shown that only one in five occurrences
of such activities are detected using a combination of auto-
mated tools for logging, monitoring and flagging suspicious
activities along with manual diagnosis and analysis.
2.1. Definition of an Insider Threat

In order to arrive at a definition of an insider threat, we
need to understand what an insider is, and what a threat
means in the context of information security.

Firstly, what is an insider? The Advanced Research and
Development Activity (a research organisation within the
US intelligence community) held a major workshop in 2004,
where the insider was defined as: “an already trusted person
with access to sensitive information” (Brackney and Ander-
son, 2004) . Greitzer et al. (Greitzer et al., 2008), mean-
while, defined insider as “an individual currently or at one
time authorised to access an organisation’s information sys-
tem, data, or network”. Additionally, Bishop et al. (Bishop
et al., 2008) defined an insider in terms of how s/he is trusted
with respect to the assets of an organisation: “an insider is a
person that has been legitimately empowered with the right
to access, represent, or decide about one or more assets of
the organization’s structure”.

On the other hand, a threat refers to anything that has the
potential to cause serious harm or damage to an organisa-
tion’s IT systems or assets.

In this paper, we refer to insider threats as: “malicious or
unintentional activities on the part of an employee (current
or former), contractor or trusted business partner, who has,
or has had, authorised access to the organisation’s IT assets,
that cause damage to the organisation’s assets and/or has a
significant negative impact on the information security ele-
ments of the organisation (i.e. confidentiality, integrity and
availability of information)” (Elmrabit, 2018).
2.2. Insider Threat Categories

In our previous study (Elmrabit et al., 2015), we cate-
gorised insider threats into seven categories, based on how
they can affect the organisation’s information security goals
(i.e. confidentiality, integrity and availability of informa-
tion), and on the human factors which may potentially lead
an insider to act in a malicious manner (motive, opportunity
and capability).

Insider threat categories were also constructed in terms
of their impact, and the actions that malicious insiders might
use in order to achieve their aims. These are as follows:
IT sabotage, fraud, theft of intellectual property, social
engineering, unintentional insider threat incident, insider in
cloud computing, and insider national security.

2.3. Current Insider Threat Mitigation
Approaches

There are various approaches to the mitigation of ma-
licious insider attacks and their causes. We classify these

approaches into two different categories: (a) technical mit-
igation approaches, and (b) non-technical mitigation ap-
proaches.
2.3.1. Technical Approaches

In the category of technical approaches, there are two
main sub-categories based on the techniques available to de-
tect insider threats. The first sub-category involves detecting
any unauthorised activity, while the second sub-category in-
volves identifying any changes in behaviours that may lead
to a malicious insider threat. Both of these sub-categories
are operated based on digital devices or network operations
(Elmrabit et al., 2015).

Although Intrusion Detection Systems (IDS), Data Loss
Prevention (DLP), Security Information and Event Manage-
ment (SIEM), Access Control Systems (ACS), or honey-
tokens are all technical controls designed to prevent attacks
from unauthorised users from outside an organisation, they
can also be used to identify andmitigate insider threats (Kan-
dias et al., 2013; Chen et al., 2012).

IDS was first used to detect external malicious intruders
by analysing any abnormal behaviour or activity in networks
or endpoints through matching activities and traffic patterns
with a database of attack signatures.

Virtual Private Network (VPN) data flow monitoring
(Cappelli et al., 2012), Web traffic inspection (George J.
Silowash, Todd Lewellen, 2013), and Correlating Events
from Multiple Sources such as Universal Serial Bus (USB)
(Silowash and Lewellen, 2013), are different types of DLP
security controls. All of these controls can be used to miti-
gate insider threats by analysing information about changes
in the behaviour or activities of authorised users.

SIEM is a single point management platform used to
centralise and analyse data harvested from various security-
related logs, such as servers, workstations, network devices,
antivirus software, firewalls, honeypots, DLP, IDSs, and
other sensors in the network. Any instances of recorded net-
work activity are then checked against a database by match-
ing a particular event or related characteristic. Utilising such
an approach allows for the organisation to search for events
quickly, potentially identifyingmalicious insider activity be-
fore it happens. Additionally, the database can provide a rich
source of evidence for forensic investigations that may take
place once an incident has occurred (Silowash et al., 2012).

Spitzner (Spitzner, 2003), meanwhile, discussed several
strategies and technologies that may be adopted for the de-
tection, identification and gathering of information related to
authorised user breaches based on honey-token approaches.
2.3.2. Non-Technical Approaches

Proposing a model intended to predict insider threats,
Axelrad et al.(Axelrad et al., 2013) defined eighty-three psy-
chological variables which can potentially relate to insider
threats. They analysed these variables, then estimated a scor-
ing power for each variable. Variables include: dynamic en-
vironmental stress, personal characteristics, insider actions
and the degree of interest. Greitzer et al. (Greitzer and Ho-
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Table 1
Summary of Approaches to Insider Threats

Categories Approaches Benefits Limitations

Technical

Intrusion Detection
Systems

Network & endpoint devices.
Matching attack signature.
Detection of abnormal behaviour.
Analysis activity in real-time.

Primarily focused on external attackers.
High false alarms.
Log file size is huge.
Limitations in dealing with encrypted traffic.

Security Information
and

Event Management

Activities & logging centralised in one platform from various network sensors.
Analysis of activities by matching any related events with characteristics.

Implementation complexity.
Can detect insiders after the breach occurs.
High level of false alarms.

Data Loss
Prevention

Data exfiltration attempts can be detected early.
Real time policy enforcement.
Keyword matching, regular expressions or hashing fingerprinting.

Some limitations in inspecting encrypted traffic.
Not reliable in detecting unsupported file formats.

Access Control
System

Manages and controls access credentials in various platforms.
Change user authorisation access level, or deny access at any time.

Insider threat already has access to the systems.
Social engineering.

Honey-tokens
Malicious attraction.
Detect, identify and confirm a malicious insider threat.
Interactive digital entity.

Could have no interaction as the potential insider knows the trap.

Non-
Technical

Psychology
Prediction Model

Predicts a potential insider threat before the breach occurs.
It can differentiate between malicious and unintentional insider threats.
Helps decision makers to determine if the user is a potential risk.

Complexity of data integration from various platforms.
High false alarms.
Complexity of implementation in real systems.

Security Education
and

Awareness

Reduces unintentional insider threat accidents.
Makes employees more responsible for their actions.
Improves employee behaviour.
Users can identify and respond appropriately to security concerns.

High cost for small businesses

Information Security
Policy

Helps to achieve cyber-security best practices. Employees do not follow organisation’s security policies.
Detailed statement of acceptable behaviour within the organisation. Cyber-security policy may not be understandable to all users.

himer, 2011; Greitzer et al., 2012) proposed another clas-
sification model based on case studies of previous insider
crimes. Their approach started by setting up twelve psy-
chosocial risk factors associated with insider threats.

Yang et al. (Yang et al., 2008) proposed the first in-
tegrated framework between three perspectives in the em-
ployee security risk assessment, namely: technical, organ-
isational and human perspectives, with the security vulner-
abilities being identified based on the BS ISO/IEC 27001
standard.

Pfleeger et al. (Pfleeger et al., 2010) presented a frame-
work for describing insider threat behaviours and actions,
based on four perspectives: the organisation, the environ-
ment, the system and the individual. Moreover, their frame-
work is designed to categorise different insider threats ac-
cording to how they interact with the defined attributes.
Yaseen and Panda (Yaseen and Panda, 2010), meanwhile, in-
troduced the Threat Prediction Graph (TPG) to predict and
prevent insider threat}textcolorredss.

Kandias et al. (Kandias et al., 2010) proposed a predic-
tion model that consists of two aspects. The first of these is
psychological profiling, which includes the user system role,
capability, predisposition and user stress level. The second
is the real-time use of profiling, which also includes: sys-
tem calls monitoring, intrusion-detection systems and hon-
eypots. Authorised users’ motives, opportunities and capa-
bilities are scored according to these two aspects in order to
determine whether they are a potential insider threat or not.
Liu et al. (Liu et al., 2008) proposed a prediction technique
for insider threat identification based on a game-theoretic
model, which they called “an insider game", intended to help
organisations to understand malicious insiders’ motivations
and decision-making processes, and then to identify the op-
timal defence strategy.

Cyber-security education and awareness training may
avoid unintentional insider threats (Shaw and Fischer, 2005).
It was found in a report by The Ponemon Institute (Ponemon

Institute, 2014) that “62% of organisations conduct regular
privileged user training programs as part of their efforts to
protect the organisation from insider threats, with 11% of the
IT budget allocated to security education and awareness”.

The Cyber Security Centre at the University of Oxford
(Buckley et al., 2014) carried out a study that focused on
organisations’ information security policies and their ability
to mitigate the severity of a malicious insider threat. They
suggested that that the risk posed by a threat originating from
the ‘unintentional insider threat’ category is potentially more
severe than that posed by some of the other identified cate-
gories. Further to this, their results suggested that there are
two key reasons why 45% of employees do not follow se-
curity policies: (a) the policy was poorly or incompletely
defined;(b) the security policy was not known to the em-
ployee in question. They concluded that if information secu-
rity policies put in place by an organisation are not followed
by a large number of authorised users this can result in an
increased risk of unintentional insider threats.

Based on the previous paragraphs, we summarise in Ta-
ble 1 both the limitations and benefits of each of the insider
threat approaches that are detailed within this section.

Furthermore, based on this review, we can conclude that
we should deal with malicious insider threat from different
angles; we note however that no singular approach can
entirely solve the problem. This particular observation will
drive more research in the area of insider threats to cyber-
security, in an attempt to understand the nature of those
threats, as well as identify the right approach for tackling
them. In the next section, we put forward a proposal for
a new model and provide details as to its implementation.
The aim of the proposed model is to provide organisations
with a means of preventing insider threats, as well as a
means of dealing with any potential insider breaches before
they occur.
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3. Proposed Method
3.1. Conceptual Model for Insider Threat

Predictions
Insider threat risk prediction is a complex task for the

research community to address, and recent studies such as
those of (Greitzer et al., 2019, 2018; Legg et al., 2017) have
started to consider insider threat issues from a different
perspective of attempting to mitigate the risk of insider
threats. Our work is inspired by the methodology proposed
by (Kasanen et al., 1993) in combination with an empirical
Bayes’ method (Pearl, 1985). Our proposed framework for
insider threat risk prediction is shown in Figure 1, and
considers technological aspects, organisational impact, and
human factors.

3.1.1. Technological Aspects
Most medium and large sized organisations have their

own Information Technology (IT) departments, one of
whose tasks is to protect the organisation’s information as-
sets from all types of security breach (Fenz et al., 2007), e.g.
intellectual property (IP) data leaks. The technological as-
pect of our approach has the goal of ensuring that the IT
department within the organisations under consideration is
able to deal with such breaches. To that end, information
was collected about the organisations’ IT security measures
and we then considered those particular measures seeking to
ensure that insider threat breaches are kept to a minimum. In
order to measure the level of these technological factors, we
placed the collected information into one of the following
three categories:

• Investment Balance: The balance between investment
in insider and outsider threats is the key to determin-
ing the extent to which executive managers are aware
of insider threat breaches. In this category, we consid-
ered security awareness and training, as well as budget
spending aimed at minimising the threats from mali-
cious or unintentional insider actions. (Colwill, 2009;
The Department for Business Innovation and Skills,
2013; The UK National Cyber Security Programme,
2015)

• Detection level: One important aspect is the measure-
ment of how accurate detection systems have been
with regards to previous insider attacks. To measure
this, the ratio of false alerts to legitimate ones was
considered, as well as the techniques that were pre-
viously used to detect insider threats (if any had oc-
curred) (Spitzner, 2003; Hart et al., 2011).

• Security and privacy controls: This category focuses
on forensic evidence; for example, network traffic and
email logs (Cohen, 2012). Additionally, we measured
system integration in terms of insider threat detection,
technical tools and controls (such as security informa-
tion and event management), and data loss prevention,
which organisations commonly use to avoid security

breaches (Greitzer et al., 2010; Kandias et al., 2010;
Zeadally et al., 2012; Costante et al., 2017).

3.1.2. Organisational Impact
The UK’s Centre for the Protection of National Infras-

tructure (CPNI) (Centre for the Protection of National In-
frastructure, 2013) has found that “where an insider act takes
place there is often an exploitable weakness with the em-
ployer’s own protective security or management practices
which enables the insider to act”. It can be concluded that it
is important to identify any organisational issues that might
increase the risk of insider threats.

Within the framework proposed in this paper, any infor-
mation related to the way in which an organisation is struc-
tured, as well as how insider threat breaches are managed,
are represented by the organisational impact dimension. In
order to measure the level of the organisational aspect level,
we collected information in the following four categories:

• Security breaches: Here, we focused on security
breaches that have occurred historically within the
organisations. We also collected any information
regarding accidental/malicious insider breaches that
may have occurred during last five years (The UK Na-
tional Cyber Security Programme, 2015). The other
element within this category was actions taken by the
organisations with regards to any previous breaches
(Negroponte, 2013).

• Structure: We collected information about recruit-
ment procedures, previous employment screening, as
well as any information pertaining to the outsourcing
of services by the IT department (Centre for the Pro-
tection of National Infrastructure, 2013).

• Security policy: This encompasses all the information
related to the organisations’ security policies: whether
there is one and if they believe that all the authorised
users follow it or not. (Buckley et al., 2014)

• Employee work-related stress symptoms: In this cate-
gory, we collected information related to visible stress
symptoms of employees overall such as evidence of
increasing numbers of accidents, increasing rates of
long-term illness, and poor performance in tasks.
(Palmer and Cary, 2013)(Axelrad et al., 2013)

3.1.3. Human Factors
The weakest link in any information security chain is

always considered to be the human factor, and this has re-
sulted in increasing attention being paid to human factors in
the context of insider threats; mainly where the use of se-
curity technologies has failed to protect organisations from
malicious insider threats (Herath and Rao, 2009; Hadling-
ton, 2017). It has been argued by researchers that insid-
ers have specific psychological characteristics (behavioural
indicators) that need to be considered when measuring the
severity of insider threat risk (Nurse et al., 2014) (Bell et al.,
2018).
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In this aspect, Wood’s assumption (Wood, 2000), is used
to calculate each authorised user’s psychological profiling
level. Three factors are required before a malicious insider
misuses his or her privileges. These are: Motivation, Op-
portunity and Capability. In order to calculate these levels,
our model was designed with the following assumptions:

• Motivations that drive an employee to launch a ma-
licious attack are complex and multifaceted, making
them difficult to measure. Within our framework,
we measured motivations by work-related stress lev-
els. For example, we considered the attitude of au-
thorised users towards the workplace, the support that
employees receive from their line manager or col-
leagues, relationships between colleagues, and em-
ployee knowledge of the organisational security pol-
icy. Also, employee age and gender affect the mo-
tivation levels (Palmer et al., 2001; Centre for the Pro-
tection of National Infrastructure, 2013; Greitzer and
Hohimer, 2011; HSE; Nurse et al., 2014).

• Opportunities inform the likelihood of authorised
users enacting a malicious insider threat, since hu-
mans are expected to realise their intentions should an
opportunity arise. In the proposed framework, oppor-
tunities were measured by contract expiration dates,
authorised user system role, as well as the employee’s
relationship to the organisation they work for (for ex-
ample, a current employee, former employee, contrac-
tor, etc.) (Centre for the Protection of National In-
frastructure, 2013; Moore et al., 2011; Silowash and
Lewellen, 2013; Ghaffarzadegan, 2008).

• Capability refers to the skill and ability of an employee
to carry out/enable different kinds of security breach.
Insiders have privileged access rights to data assets
owned by the organisation (potentially for extended
periods of time), and this can potentially give these au-
thorised users the ability to know and understand the
security measures in place. We measured the capa-
bility levels through, for example, employees’ access
rights to intellectual property and their work knowl-
edge (Bartram and Turley, 2009; Moore et al., 2011;
Kandias et al., 2010).

3.2. Modelling for Insider Threat Risk Prediction
This section describes how we utilised a Bayesian net-

work as a statistical method to model and implement the
proposed framework. We describe the probabilistic rela-
tionships between all the factors (Human, Organisation, and
Technology) by using a directed acyclic graph. Each factor
then has a dependence relation with other variables in vari-
ous layers.

Judea Pearl coined the term Bayesian Networks (BN) in
1985 (Pearl, 1985). In recent years, many insider threat ap-
proaches have started to use this statistical method to im-
plement their models. For example, Greitzer et al. (Gre-
itzer et al., 2012) deployed a psychosocial model to as-
sess employee behaviours associated with an increasing risk

of insider abuse based on a BN model. Also, Axelrad et
al.(Axelrad et al., 2013) introduced a BN model for the mo-
tivation and psychology of malicious insider threats.

Recent work by Sticha et al. (Sticha and Axelrad, 2016)
introduced the integration of two modelling approaches
(Bayesian belief networks and system dynamics models)
each of which have different strengths in respect to ad-
dressing the problem of insider threats. Moreover, BN is an
increasingly popular modelling technique in cyber-security
fields such as forensic, risk management and smart grid se-
curity, (Chockalingam et al., 2017; Ross et al., 2017; Pool-
sappasit et al., 2012; Wadhawan et al., 2018).

We consider a Bayesian prediction model in this study
since the previous study by Greitzer et al. (Greitzer
et al., 2012) indicates that BN outperforms other approaches
such as Artificial Neural Networks, Linear Regression, and
CountingModel, since it can handle missing values by using
the prior probabilities.

Three stages were taken to implement and develop the
model for the proposed framework as follows:
Stage 1: Network Construction

The prediction model is represented as a Directed
Acyclic Graph (DAG) of variables denoted by X =
{X1, X2,… , Xn}, where each node represents a single ran-dom variable.

The graph network was constructed using Bayes Server
Software1 in the experimental environment, which enabled
us to link the related nodes that have a conditional relation-
ship between them. On the other hand, nodes that were not
linked were considered as conditionally independent. More-
over, for each node, we had conditional probability tables
(CPT) each of which described the conditional probability
of the underlying random variable conditioned on its par-
ent. Finally, all the links were directed from the parent to
the child node.

Based on the conceptual model for insider threat predic-
tion described in Section 3.1 and visualised in Figure 1, a
full network model was structured, using the Bayes Server
Software (Refer to Appendix B for the full insider threat pre-
diction network graph). The network starts with the central
main parent node, called “the emergency insider risk predic-
tion (E)”, and thenmoves into the three diminution nodes un-
til it reaches the final child node of each parent, where each
parent node has a CPT with a link pointing to the child node.
An example of this is illustrated in Figure 2, which shows
the part of the network model related to the human factor. In
this figure, the end nodes, such as the Gender node, represent
the collected data input with a single value, where the age,
gender and policy node can be a parent node for the Gender
node, and a child node for the Motive node. Also, the Hu-
man Factors (H) node is the parent node for the Motive node
and a child node for the central node of the network.

1Bayes Server Version 6.17 is a tool for modelling Bayesian networks
and Dynamic Bayesian networks. This software is widely used in the fields
of Machine Learning, Data Science, Artificial Intelligence, Big data, and
Time Series Analysis.
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Table 2
Estimating Conditional Probability for the Gender Node.

Variables Gender
Age, Gender and Policy Male Female
High 0.82 0.18
Medium 0.5 0.5
Low 0.18 0.82

Table 3
Estimating Conditional Probability for the Access Node.

Variables Access
Capability High Medium Low
High 0.7 0.3 0
Medium 0.2 0.6 0.2
Low 0 0.3 0.7

Stage 2: Estimated Conditional probabilities
After creating all the nodes, and linking each child node

to its parent’s node, we then determine conditional probabil-
ities to each random variable in the network.

The procedure of assigning the conditional probability
can be done based on data collected from different sources,
such as surveys and publications. For example, the gender
node has two variables (male and female) with one line di-
rectly connected to the parent node “Age, Gender and Pol-
icy”, as shown in Figure 2. We set the conditional proba-
bility based on the evidence sourced from (Centre for the
Protection of National Infrastructure, 2013) (Moore et al.,
2011), which indicates that for malicious insider activities
in which the gender of the perpetrator was know, 82% were
committed bymales, while 18%were committed by females.
Using these two sources, we assigned the conditional proba-
bility to the gender node as shown in Table 2. In this case, the
two sources gave the same information; in some other cases,
however, the values reported differ between sources and in
these cases we used the most recent publication source.

On the other hand, in some cases that no evidence avail-
able “non-informative” or “reference” data appears, weman-
ually set the conditional probabilities using a number of
heuristics (Sticha and Axelrad, 2016). In these cases, we
set the conditional probabilities based on our empirical ex-
perience. For example, the node Access shown in Figure 2
has three variables (high, medium and low), with one link
directly connected to the parent node “Capability” and three
links to the child nodes. In this case, we set the conditional
probabilities based on our experience and then manually es-
tablished the best fit value where the best prediction result
was obtained. Table 3 shows the estimated conditional prob-
ability for the Access node in the human factor domain. An-
other example from Figure 2 is that we assigned the same
value of 0.2 to all five variables at the central node (E), thus
summing to 1.
Stage 3: Risk output.

The purpose of this step in the Bayesian network
deployment is to measure the effect of the random variables

on each internal node until one arrives at the central
node, which is called the Emergency Insider Threat Risk
Prediction (E). A small section of the risk prediction central
node can be seenin the bottom middle of Figure 2.

Algorithm 1: Algorithm to compute the risk pre-
diction result
Input: Prior Probability P (Yy); likelihood

P
(

Xi|Yy
)Where i = 0, 1, 2… n

y = 0, 1, 2… k.
As: k represents all the possible outcomes
of Y .
n is the number of independent variables
connected to the node Y .

Output: Prediction results
1 foreach node of Y do
2 Compute the posterior probability of
P
(

Yy|X1, X2…Xn
) using Naive Bayes probability

equation = P
(

Yy
)

∏n
i=1 P

(

Xi|Yy
)

∑

y Π
n
i P

(

Xi|Yy
)

P
(

Yy
)

3 Record the update of P (

Yy|X1, X2…Xn
) and then

propagate forward through the network. ;
4 Record the result of P (

Yy|X1, X2…Xn
) as the

probability of the insider threat.
Algorithm 1, can be used to calculate the probability of

an insider threat (E) given the human factor (H), organi-
sational impact (O), and technological aspect (T). We gen-
erated the formula for this based on the following Bayesian
theory:
P (E | H,O, T ) =

P (E)
P (H | E) P (O | E) P (T |E)

∑

i
[

P (Ei) P
(

H |

|

Ei
)

P (O | Ei) P (T |Ei)
]

(1)

Where P (E) is the probability of an insider threat for a
certain risk level. P (H ∣ E) is the probability of the human
factor given the probability of the insider threat at a certain
risk level. P (O ∣ E) is the probability of the organisational
impact given the probability of the insider threat at a certain
risk level. P (T ∣ E) is the probability of the technology as-
pect given the probability of an insider threat at a certain risk
level.

∑

i
[

P
(

Ei
)

P
(

H ∣ Ei
)

P
(

O ∣ Ei
)

P
(

T∣Ei
)] is the sum

of the probabilities for all the risk levels from a very low risk
of an insider threat.

This output P (E ∣ H,O, T ) is the final prediction of the
risk of an employee acting as a malicious insider threat.

To get a comprehensive result, we divided the results
for the risk levels into five bands: certain (continually ex-
periencing threats from malicious insiders), likely (security
breaches caused bymalicious insiders will occur frequently),
possible (breaches from malicious insiders will occur some-
times), unlikely (breaches from malicious insiders will be
unlikely to occur), and rare (it is highly unlikely that security
breaches caused by insiders will occur, i.e., almost never).
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4. Case studies
4.1. Survey Data Collection

This section describes the process of data collection and
analysis undertaken in order to execute the proposed model
to help organisations to discover potential malicious or un-
intentional insider threats.
4.1.1. Survey Questionnaires to Reveal Data

Requirements)
A quantitative methodology was employed in order to

carry out this research. Data collection was carried out using
questionnaires in the form of surveys. Three surveys were
designed, based on each of the three aspects of the predic-
tion model (human factor, technological aspect, and organ-
isational impact). All the authorised users were required to
answer the human factor survey, whilst the organisational
impact survey was answered by the department responsible
for human resources, and the technology aspect survey was
answered by the IT department. The surveys were based on
the best strategies published in the literature, as follows:

• It was made clear to respondents that the survey was
being conducted in order to run the proposed model.

• The survey was designed in such a way that it was easy
for the respondents to answer: Multiple-choice ques-
tions were employed, and there was an added option
of using a text box for the respondents to add any extra
information if they wished.

• Where possible, we ensured that the survey followed
a logical flow by grouping questions covering similar
topics together. Sometimes, however, a mixed ques-
tion flow was utilised in order to be able to check the
consistency of respondents’ answers.

• Since not all security breaches are reported to either
Information Technology departments (IT) or Human
Resources departments (HR), in the the technological
and organisational surveys we listed seven questions
that were each in some way related to previous secu-
rity breaches.

• Questions were ordered based on simplicity; i.e. we
made the first question easy and interesting in order to
engage respondents with the survey, thereby increas-
ing the chances of them completing the entire survey
with accurate and consistent answers.

• An online survey platform https://www.qualtrics.

com/was employed so as to to make the survey readily
accessible to respondents.

• Before the respondents begun answering any ques-
tions, a short but clear introduction was displayed in
order to brief them.

• The survey was piloted with a small group of peo-
ple before it was given to the entire group. This was
to gather feedback regarding layout, overall flow, and

time needed to complete the survey. The results gen-
erated by these pilot respondents were also checked to
ensure that their answers could provide initial values
for all the variables.

4.1.2. Data Collection
High-quality raw data was collected from two organisa-

tions: one from the education sector and a second that was
a small enterprise. Both of the targeted organisations are
based in the United Kingdom.

The human factor survey was circulated to fifteen heads
of departments and managers, within the education sector
organisation. They were also asked to forward the link to
the survey to all their staff members within their respec-
tive departments. The majority of the heads of departments
complied with this request.In summary, 70 responses were
received from authorised users in respect to the human factor
survey.

In order to gain information for the technology aspect
survey, we conducted an interviewwith the IT Servicesman-
ager, as well as an interview with the head of the Human
Resources department for the organisational impact survey.
This enabled us to answer all the organisational impact and
technology aspect questions.

For the small enterprise, we conducted an interviewwith
the company director. This was to collect answers related to
the technology aspect as well as the organisational impact.
The human factor survey was open to all the employees, who
were actively encouraged to respond to the questions. There
were twelve responses to the human factor survey in total.
4.1.3. Data Processing and Exploitation

During this phase of the study, the collected survey data
was structured so as to be compatible with the software em-
ployed for analysis. This process was divided into three
steps: Data Organisation, Data Processing and Data Explo-
ration. Each of these steps is summarised in the paragraphs
below, and Figure 3 shows the overall data processing and
exploitation method.

• Data Organising: The data initially obtained had to
be processed or organised for better analysis. Specif-
ically, this involved converting the collected survey
responses into a format compatible with Bayes Net-
work Software (Bayes Server) and exporting all the
collected raw data onto one data set file. In this step,
we created a single data file for each organisation that
integrated all the responses to each of the human factor
variables and the responses to the technological and
organisational aspects.

• Data Processing: During this phase, the aim was to
cleanse the data by identifying invalid values or cor-
rupted data within the data set that was generated dur-
ing the Data Organisation step.
Once all the aspects were integrated into the data set,
variables within that data file were reviewed individu-
ally. For each variable, a valid range of values was de-
termined. SPSS software was employed for this. For
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Figure 3: Data Processing and Exploitation Method

Table 4
Technological Factor Predictions

Indicator State Reason

Education Sector

Investment Low
Organisation spends less than 5% of its cyber-security budget on insider threats
No attention from the top management regarding insider threats.
providing no security training or awareness to authorised users.

Detection Level High Most insider threat alerts are true (Over 90%).
Detected all insider breaches.

Security and
privacy controls Medium

Records of Emails, online activity, network traffic,etc. are logged.
Extra security measures are taken during authorised users’ termination periods.
Use of security tools such: Proxy Server, IDS, SIEM, ACL, etc.
No system integration to discover insider threat.

Small Enterprise

Investment Low
Organisation spends less than 5% of its cyber-security budget on insider threats.
No attention from the top management regarding insider threats.
No security awareness and training is provided.

Detection Level Low No tools to detect insider threats.
(Missing two values since these were not entered).

Security and
privacy controls Medium

Emails are logged.
Extra security measures are taken during authorised users’ termination periods.
Use of security tools (ACL only)
No system integration to discover insider threats.

the education sector organisation, 42 responses were
fully completed, 27 had missing variables, and one
contained no data at all. The same steps were then
carried out for the small enterprise; here we found that
seven responses were fully completed, five had some
missing variables, and again, one had no data at all.
In the education sector, most variables within the sur-
vey questionnaire were over 90% completed. It should
be noted, however, that in the case of the last three
variables less than 30%were completed. For the small
enterprise, most of the variables were completed, with
the exception of “Contract Expiration”. With the last
three variables, we also found that less than 10% were
incomplete.

• Exploratory data analysis: During this step, verifica-
tion rules were created, and then applied to a combi-
nation of variables by defining a logical model to flag
up any invalid values within the data.
Our first rule was to invalidate responses that were fin-
ished in less than twominutes. During the pilot survey

process described earlier, it was found that the aver-
age time taken to complete this section of the survey
was four minutes. In the case of the education sec-
tor organisation only four surveys were completed in
less than two minutes. These were removed from the
analysis. For the small business organisation, no sur-
vey was completed in less than two minutes.
The second rule was used to ascertain whether or not
more than three of the 29 variables in the human fac-
tors survey were missing. If more than three vari-
ables were missing, then the completion percentage
for that survey response was less than 87%, and there-
fore these survey responses were not used in our final
analysis. We observed that there were four survey re-
sponses matching this rule from the education sector,
and these were hence removed. Again, for the small
enterprise organisation, no survey response omitted
more than three variables.
The purpose of the third rule was to identify any in-
valid/suspicious survey response by looking into the
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Table 5
Organisational Aspect Predictions.

Indicator State Reason

Education Sector

Security Breach Medium
In the last five years there were no authorised user breaches of any type.
In the last five years there was at least one accidental insider breach.
When authorised user breaches occurred no action was taken.

Structure Medium No pre-employment checks.
Parts of IT services are outsourced.

Security Policy Medium No enforcement system.
Update or review every five years.

Work-related
Stress Symptoms Medium

Some indicators indicate:
(high turnover, increase in long-term illness, low morale, etc.)

Small Enterprise

Security Breach Medium
Authorised user breaches in the last five years.
Breach of intellectual property .
When authorised users breaches occurred, action was taken.

Structure Medium No pre-employment checks.
Outsourced IT services.

Security Policy Low Undefined security policy
Work-related

Stress Symptoms Low A single indicator indicates that deadlines are not being reached.

questions related to stress levels. By finding out
whether or not their values were identified, an addi-
tional aspect of this step was to ensure that there was
no duplication in the final data set.

4.2. Insider Threat Risk Prediction Results
The outcome of the predication was intended to in-

form decision making aimed at avoiding potential security
breaches caused by insider threats. This was achieved by
indicating which employees within the organisation had the
potential to become a malicious insider. This could be iden-
tified from the technical, organisational and human factor
aspects within the organisation and requires attention from
a team within the organisation. The outcome helps the or-
ganisation to improve their defences andmitigate the level of
such threats. In this section, we will present the prediction
results regarding insider threats for each of the three perspec-
tive before offering an overall evaluation of the organisations
in which we conducted the survey.
4.2.1. Analysis of Technological Aspects

For the purpose of demonstration, we have divided the
technological factor prediction results into four risk levels
based on the organisation’s performance and its measures for
detecting any potential insider threat. From lower to higher
risk, these levels are:

• Extreme performance and focus on insider threats.
• High performance and focus on insider threats.
• Moderate performance and low focus on insider

threats.
• Low performance and no focus on insider threats.
For the education sector organisation, the proposed

model predicts, a “moderate performance and low focus on

insider threats”. For the small enterprise, however, it pre-
dicts “Low performance and no focus on insider threats” .
This is because of the effect of thirty end node variables that
were imported from questions on the survey that were re-
lated to this particular organisation. The state of each one of
the leading indicators, along with the key reasons why these
levels are achieved by the model can be seen in Table 4.
4.2.2. Analysis of the Organisational Impact Aspect

The prediction results for the organisational aspect were
divided into three distinct risk levels, based on how both the
culture and the environment within the organisation can af-
fect the risk of potential insider threats. The levels (from low
to high) are outlined below:

• Non-fertile environmental culture in respect to insider
threat.

• Neutral culture.
• Fertile environmental culture in respect to insider

threat.
A “neutral environment” was predicted by the model for

both the small enterprise and the education sector enterprise.
The Table 5 shows the states of the indicators, as well as the
reasons behind each of these predictions.
4.2.3. Analysis of the Human Factor Aspects

There were five prediction levels for the human factor as-
pect, based on how the personal characteristics of each em-
ployee inform his/her potential to be an insider threat. These
levels are presented from higher to lower risk levels as shown
in Figure 2. In this factor, as we have explained earlier, we
consider all of the organisation’s employees, each of which
were assigned an anonymous case number.

N Elmrabit et al.: Preprint submitted to Elsevier Page 11 of 24



Insider Threat Risk Prediction

4.2.4. Insider Threat Prediction Based on Multiple
Perspectives

As described, the overall insider threat risks must be pre-
dicted from all the perspectives. For the education sector or-
ganisation, Table A2 “Appendix A” illustrates the final result
of the proposed prediction model. The first column displays
the case numbers ranging from 0 to 69, with the missing
cases being those deleted during the data processing and ex-
ploitation phase, as discussed in section 4.1.3. The last five
columns display (in percentages) the predicted probability of
each case displaying each risk level (from rare through un-
likely, likely, possible to certain). The second column uses
these probabilities to summarise the predicted risk level that
is most likely to be true.

From Table A2, it is clear that eight cases were predicted
to be a possible insider threat, and 53 cases were predicted as
unlikely to be an insider threat. It can also be seen, however,
that some cases were on the borderline between possibly be-
ing an insider threat and unlikely to be an insider threat, and
we need to take these into our considerations.

Next, we will explain cases with different risk levels.
Note that these levels were calculated from multiple per-
spectives and the result values were also affected by both
the technological and organisational impact aspects. Since
the technological and organisational impact aspects had the
same values for all these cases (because the employees are all
from a single organisation) they can be effectively ignored in
this analysis. We will therefore focus solely on the human
factor.
Case Number 04 Our model predicted that there is a more
than 50% likelihood of this case being a possible insider
threat with a 12% probability of it being categorised as
“likely to be an insider threat”. The right-hand column in
Table 6 gives the summarised responses from the case re-
garding the human factor. In this case, the human factor lev-
els were predicted as being high, due to the high capability
level, medium opportunity level and high motivation level.
Refer to Appendix C for the full Bayes network diagram.
Case Number 22 In this case, the model predicted that
there is a 55% probability of the case being “unlikely to be
an insider threat”. The human factor levels were predicted
as being 83% at the medium level, and these were affected
by a medium capability level, medium motivation level, and
a low opportunity level. This explains how the 55% predic-
tion is produced by the model. Consult Table 6 for more
in-depth information about how these values were predicted
by the model. Also, please refer to Appendix D for the full
Bayes network diagram.
Case Number 20 As we can see from Table A2, in case
20, the probabilities of “possibly” being an insider threat and
“unlikely” to be an insider threat are very close. The model
predicted a 45% probability of the employee being unlikely
to be an insider threat and a 44% probability of them being
a possible insider threat.

With respect to this borderline case, a security analy-

sis team should intervene in order to analyse the data more
closely and then make a final decision as to which risk level
they will assign. In the borderline case, the information re-
garding the employee is as follows: The employee is between
25 and 45 years old; she has access to the organisation’s in-
tellectual property and believes she owns the copyright; and
finally, she does not properly understand the organisation’s
security policies. On the other hand, her motivation level is
normal.

With this information in mind, the security team should
be able to help her avoid causing any unintentional insider
threat going forward. If she were further trained in the area
of security awareness it is likely that her risk level would
reduce during future assessments, since she would then
properly understand the organisational security policy, as
well as the details regarding the copyright ownership.

In the small enterprise, twelve cases were collected and
our model predicted that one case is “likely to be an in-
sider threat”, two cases were predicted as “possible insider
threats”, and nine cases were predicted as “unlikely to be
insider threats”. Table A1 “Appendix A” shows the final re-
sult of the proposed prediction model. Next, we will explain
three cases with different risk levels among the prediction.
Case Number 11 Our model predicted that this case has a
36% possibility of an insider threat definitely occurring. On
the other hand, there is a 34% probability of the case being
likely to be insider threat; and a more than 16% probabil-
ity of it certainly being an insider threat. In order to under-
stand why the model produces these values, it is necessary to
examine the human factor survey response values. Clearly,
human factor levels are predicted as being high, and this is
affected by a high capability level, a medium opportunity
level, and high motivation levels. This information is shown
in Table 6.
Case Number 0 In this case, the model predicted a more
than 52% probability of the case being unlikely to be an in-
sider threat. This prediction is heavily affected by the human
factor levels, which are predicted to be 73% at the medium
level. A medium capability level, a medium opportunity
level, and a medium motivation levels affect this result. Ta-
ble 6 shows the reason why the model produced these par-
ticular values.
Case Number 3 Here, the model predicted that Case 3
is quite likely to be an insider threat. This is due to one
missing value – the contract expiration date. The participant
had not completed this particular question, and a threat has
been assumed by the model in this case. This is because
the contract will expire in less than three months. Another
reason is due to high work-related stress levels.
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Table 6
Human Factors Results for (Cases 4,22) from the Education Sector Organisation and
(Cases 11,0) from the Small Enterprise Organisation

Case Indicator State Reason

C-4

Motive High The security policy is unclear.
High levels of work-related stress.

Opportunity Medium The time spent in this job position is less than three years.
Has more than one year of their contract left.

Capability High Belief in copyright ownership.

C-22

Motive Medium
The security policy is clear.
No emotional support.
Colleagues get angry between themselves sometimes.

Opportunity Low Time spent in this job position is less than a year.
Has more than one year of their contract left.

Capability Medium No access to intellectual property.

C-11

Motive High

The security policy is unclear.
High levels of work-related stress, because of:
Destructive peer support from colleagues and managers.
A negative approach to task control
Colleagues’ relationship with anger.

Opportunity Medium The time spent in this job position is less than one year.
Has less than one year of their contract left.

Capability High

Copyright ownership.
Has access to intellectual property.
Member of project teams.
Higher capability due to work experience.

C-0

Motive Medium

Does not understand security policy.
Getting support from line-managers and colleagues.
Manages work in a positive way.
Relations with colleagues are positive.

Opportunity Medium The time spent in this job position is less than one year.
Has less than one year of their contract left.

Capability Medium

Has access to intellectual property.
Copyright ownership belongs to the organisation.
N a member of any project teams.
Higher capability due to work experience.

5. The Validation of the Prediction Model
The insider threat prediction model supports decision

makers within an organisation to predict the risk of an in-
sider threat from each authorised user. Before we can use
this tool in practice, however, we must take some steps to
evaluate the prediction model so as to gain some assurance
as to its validity.

The main challenge for the model validation is the need
to compare the prediction result against the real insider threat
events. Due to the nature of this problem, however, real in-
sider threat events are rarely published. Nonetheless, Gre-
itzer et al. were able to validate their approach (described
in the previous sections) by comparing twenty-four case re-
sults with the judgments of two Human Resources experts,
giving a result correlation of R2, 2 known as the coefficient
of multiple determination for multiple regression (Elmrabit,
2018; Greitzer et al., 2012).

Our validation method adopts an approach similar to that
proposed by Greitzer et al. (Greitzer et al., 2012, 2018), i.e.

2R2. In statistics, “R-squared is a measure of how close the data is to
the fitted regression-line.

comparing the results of the model prediction with empirical
results, obtained from a group of researchers in the field of
cyber-security, referred as “security experts".

Firstly, a validation workshop was organised to validate
the results of the proposed prediction model for the educa-
tion sector organisation. We focused on this organisation
because only a small data set was collected from the small
enterprise organisation. Five security experts attended this
meeting. We started the workshop by presenting the back-
ground of insider threat breaches within the organisations,
followed by a brief discussion of the proposed prediction
framework, the modelling, and its results.

A validation feedback form was provided to each of the
expert participants. We then started presented the data col-
lected in subsection 4.1 directly from the data set file in a
case by case procedure.

The security experts used a ranking probability election
method 3 to rank the risk level from 1 to 5 for each case,

3Probability Election Method “A method for protocols is used to as-
sess and incorporate subjective probabilities in risk and decision analysis.
Various probability elicitation methods are commonly used in risk analysis
such as RR (Rank reciprocal), EW (Equal weight), RS (Rank Sum), ROC
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where a rank of 1 signifies the most expected prediction
(Certain), and a rank of 5 signifies the least expected pre-
diction (Rare).

Barron and Barret concluded in their research that Rank
order centroid (ROC)4 weights are more accurate than the
other rank-based formulae (Barron and Barrett, 1996). The
ROC ranking-based method is used to calculate the weight
of the probabilities of each risk level based on the selected
values from the experts’ judgments, Table A3 illustrates the
calculation result for the ROC of the Insider Threat Experts
Judgement. The ROC formula used in this phase is described
below:

wti =
(1
n

)

n
∑

k=i

(

1
k

)

(2)

Where wti is the weight of each ranked order
value, n is the total number of the objectives and
i = 1, ... ., n & {wti ≥ wti+1 ≥ ..... ≥ wtn}.

The model risk results were verified by examining the
extent to which the results from the model agreed with the
experts’ judgments, based on the results shown in Tables A2
and A3. The resulting squared correlation is around R2 =
0.87, which indicates a high level of agreement between the
expert judgements and the prediction model compared with
other related approaches that achieved fromR2 = 0.60 (Gre-
itzer et al., 2012) to R2 ∼ 0.9 (Greitzer et al., 2018).

In summary, in this section, we describe the essential
steps to validate the insider threat prediction model so as to
gain confidence in its predictions. We evaluate the predic-
tion results by comparing the model result with the secu-
rity expert’s judgements. A discussion comparing the pro-
posed approach against Greitzer et al. (Greitzer et al., 2018)
is given in the next section.

6. Conclusion and Future Research
In this paper, we have presented a Bayesian Network-

based model that can predict the potential of a malicious in-
sider threat occurring before a security breach takes place. A
multiple-perspective approach was proposed to address the
challenges from technical, organisational and human factors
perspectives, with 93 key insider threat indicators being ex-
tracted across all aspects from individual authorised users.
The values of these key indicators were used as the input
into the model in order to calculate the risk levels for every
authorised user, using Bayes theorem. This comprehensive
prediction model can be used for a similar purpose in any
organisation.

We expected the approach to be a useful tool for secu-
rity experts: it provides organisations with an insider threat
(Rank order centroid)” (Elmrabit, 2018).

4 Rank order centroid “In statistics, the ROC method produces an
estimate of the weights that minimises the maximum error of each weight
by identifying the centroid of all the possible weights maintaining the rank
order of objective importance"(Elmrabit, 2018).

risk assessment for each authorised user, and also allows or-
ganisations to discover areas of weakness that need more at-
tention if they are to mitigate the risk from insider threats.
Moreover, we expect the model to be useful for the research
community as a basis of knowledge and future research.

The prediction model was validated by a comparison
with the empirical judgement of a group of experts in the
field of cyber-security. The validation results show that the
proposed prediction model produced the expected result in
predicting the potential of malicious insider threats.
6.1. Reflection Against Related Works

There is no standard framework or data set available
against which to compare our method. The most recent rele-
vant research contribution in the area of insider threats, how-
ever, is that of Greitzer et al. (Greitzer et al., 2018). This
section compares their approach against ours.

In Greitzer et al.’s paper, the authors report the de-
sign and development of a structured model that empha-
sises individual and organisational socio-technical factors
with technical indicators from previous studies. Their Socio-
technical and Organizational Factors for Insider Threat
(SOFIT) model provides a mechanism to assess the risk pre-
sented by authorised users alongside organisational vulner-
ability, as well as to inform operational risk management
practices. To achieve this it uses the estimated risk weights
obtained from expert knowledge and elicitation exercises,
with nine experts contributing to this task.

In addition, Greitzer et al. used a use case to demon-
strate the application of the ontology. Four models were
studied (counting model, simple sum of risks model, linear
regression weight model and sequential weighted model) to
assess the combined risk of multiple indicators to retain the
expected result from the use case text. R2 were calculated to
compare the performance of the models, and they achieved
between R2 = 0.1 using the counting model and R2 = 0.9
using the regression weight model.

Compared to the SOFIT model, our approach was delib-
erately designed to be implemented and tested for data from
real organisations. In our approach, we structured the frame-
work shown in Figure 1 by giving the same weight to the
three aspects (technology aspect, organisational impact, and
human factor) so as to reflect the importance of all of these
aspects in the calculation of risk levels. Each of these aspects
has a number of factors and different weights are assigned to
different factors at the developing phase.

A Bayesian network model was developed to implement
the framework, followed by a survey to collect data from real
organisations to calculate the risk level of each authorised
user within the organisation. In the validation stage, weman-
aged to compare the model result with expert judgements,
and achieved R2 = 0.87.

These approaches, however, aim to mitigate the insider
threat risk by looking at the problem from different perspec-
tives. Thus we believe that the twomethods can complement
each other.
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6.2. Challenges of the Proposed Approach
Insider threats are one of the pressing challenges threat-

ening organisations’ information assets. Unfortunately, no
single approach can eliminate this kind of security breach;
organisations need to carry out regular security risk assess-
ment regarding insider threats so as to address any vulnera-
bility in their environment. In contrast to external threats, an
insidermay have knowledge of all the organisational security
measures, and some degree of trust within the organisation
(Sagan, 2004).

A limitation to this study was the use of a prior proba-
bility distribution that was based on judgement and a litera-
ture review, given that there is little insider threat evidence
available to researchers. Second, the ethical issues in this
research, and organisational policy, prevented us from ac-
cessing the participants’ names so as to compare the predic-
tion result with any insider security breach which may have
occurred. For this reason, it was hard to validate this ap-
proach within the organisation. It is encouraging, however,
to see that the selected organisation took extra measures to
prevent their information assets from being leaked by autho-
rised users after this study took place, by providing more
frequent security awareness training to all authorised users.

Another limitation was that we had to assume that the
targeted organisations perceived no risk from user such as
former employees, contractors, visitors, etc., who may have
access to the organisations’ assets, since these categories
were not included in the human resources records. The
approach therefore only targeted authorised employees who
had access to the organisations’ asset based on HR records.

6.3. Future Work
Future research will focus on the changing behaviours of

human, organisational and technology factors over a period
of time so as to avoid adversarial answers and obtain more
accurate prediction results. Also, a decision support system
may be designed to provide guidance to mitigate potential
threats based on the prediction result. Finally, simplification
of this approach can be considered by limiting its scope
to predicting a single category of insider threats so that
those could be predicted more effectively; although the
organisations will then remain vulnerable to the other types
of insider threats discussed in section 2.2.
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Table A1
The Prediction of Insider Threat Result for the Small Enterprise

Case Predictions of Insider Threat Predict Probability %
Certain Likely Possible Unlikely Rare

C-0 Unlikely insider threat 1.52 15.63 29.93 52.88 0.02
C-1 Unlikely insider threat 0.77 14.53 30.26 54.41 0.01
C-2 Unlikely insider threat 1.67 15.21 28.45 54.61 0.02
C-3 Likely insider threat 16.78 36.61 36.45 10.14 0
C-4 Unlikely insider threat 3.59 23.17 35.92 37.29 0
C-5 Possible insider threat 7.77 25.81 35.27 31.12 0
C-6 Unlikely insider threat 4.16 20.55 33.18 42.09 0.01
C-7 Unlikely insider threat 1.44 15.78 29.99 52.76 0.01
C-8 Unlikely insider threat 1.15 15.82 30.3 52.69 0.02
C-9 Unlikely insider threat 7.06 23.46 33.01 36.44 0.01
C-10 Unlikely insider threat 1.36 14.73 28.89 54.98 0.02
C-11 Possible insider threat 16.94 34.23 36.02 12.80 0

A. The Prediction Result Tables
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Table A2
The Prediction Result of Insider Threat for the Education Sector

Case Predictions of Insider Threat Predict Probability %
Certain Likely Possible Unlikely Rare

C-0 Unlikely insider threat 1.5 8.65 43.06 46.73 0.04
C-1 Possible insider threat 6.74 15.18 55.65 22.41 0.00
C-2 Possible insider threat 6.74 15.03 55.39 22.82 0.00
C-3 Unlikely insider threat 0.36 4.33 29.71 64.51 1.07
C-4 Possible insider threat 5.34 12.76 50.98 30.84 0.05
C-5 Possible insider threat 6.22 15.64 56.12 22 0.00
C-6 Unlikely insider threat 0.30 5.54 37.59 56.48 0.06
C-7 Unlikely insider threat 1.87 7.55 40.11 50.23 0.22
C-9 Unlikely insider threat 1.48 8.27 42.34 47.83 0.06
C-11 Unlikely insider threat 0.23 4.60 32.24 62.23 0.68
C-12 Unlikely insider threat 0.63 6.50 39.19 53.59 0.07
C-13 Unlikely insider threat 0.19 4.10 30.25 64.69 0.75
C-14 Unlikely insider threat 1.31 8.31 42.62 47.71 0.02
C-15 Unlikely insider threat 0.37 5.37 35.92 58.06 0.26
C-16 Unlikely insider threat 0.07 2.22 16.82 77.64 3.23
C-17 Possible insider threat 2.56 9.25 44.45 43.69 0.04
C-18 Unlikely insider threat 0.66 5.41 33.96 59.31 0.64
C-19 Unlikely insider threat 1.09 5.6 32.73 59.59 0.97
C-20 Unlikely insider threat 1.78 9.07 44.00 45.11 0.02
C-21 Unlikely insider threat 0.91 6.6 38.74 53.56 0.17
C-22 Unlikely insider threat 0.52 5.65 36.22 57.30 0.28
C-23 Unlikely insider threat 0.66 6.13 37.74 55.26 0.19
C-24 Unlikely insider threat 0.47 4.41 28.88 64.88 1.33
C-25 Unlikely insider threat 0.12 3.26 23.66 70.86 2.08
C-26 Unlikely insider threat 0.46 5.22 34.29 59.52 0.48
C-27 Unlikely insider threat 0.38 5.07 34.41 59.77 0.36
C-28 Unlikely insider threat 0.08 3.15 23.92 71.04 1.79
C-29 Unlikely insider threat 1.60 8.74 43.36 46.25 0.03
C-30 Unlikely insider threat 0.02 1.62 12.54 81.46 4.34
C-31 Unlikely insider threat 1.51 7.30 40.39 50.68 0.11
C-32 Unlikely insider threat 0.30 4.60 31.35 62.85 0.88
C-33 Unlikely insider threat 0.92 6.27 37.6 54.94 0.25
C-34 Unlikely insider threat 1.73 8.28 42.66 47.27 0.04
C-35 Unlikely insider threat 0.97 6.15 36.9 55.63 0.33
C-36 Unlikely insider threat 0.84 6.91 39.91 52.25 0.07
C-37 Unlikely insider threat 2.01 8.78 43.18 45.93 0.08
C-38 Unlikely insider threat 0.29 3.85 26.59 67.69 1.56
C-39 Unlikely insider threat 0.95 5.47 32.54 60.04 0.97
C-40 Possible insider threat 3.15 9.83 44.58 42.18 0.23
C-41 Unlikely insider threat 1.11 7.35 40.09 51.28 0.16
C-42 Unlikely insider threat 1.04 6.12 36.08 56.27 0.46
C-43 Unlikely insider threat 1.57 7.3 39.53 51.34 0.24
C-44 Unlikely insider threat 1.44 8.48 43.03 47.01 0.01
C-45 Unlikely insider threat 0.80 4.64 27.99 64.96 1.6
C-46 Unlikely insider threat 0.36 5.47 36.52 57.43 0.20
C-47 Unlikely insider threat 0.16 4.71 33.86 60.91 0.35
C-48 Unlikely insider threat 0.21 4.79 34.48 60.21 0.28
C-49 Unlikely insider threat 0.06 3.95 30.26 64.98 0.73
C-50 Possible insider threat 6.80 12.36 50.76 29.99 0.07
C-51 Possible insider threat 2.98 9.33 43.97 43.54 0.15
C-52 Unlikely insider threat 0.28 5.04 34.56 59.71 0.38
C-53 Unlikely insider threat 0.05 4 30.61 64.62 0.71
C-55 Unlikely insider threat 0.19 4.19 29.87 64.72 1.01
C-56 Unlikely insider threat 0.01 1.21 9.41 84.15 5.21
C-57 Unlikely insider threat 0.31 4.21 28.58 65.62 1.26
C-58 Unlikely insider threat 0.38 4.24 28.20 65.80 1.35
C-62 Unlikely insider threat 0.43 3.99 27.26 66.88 1.42
C-63 Unlikely insider threat 1.99 9.14 44.23 44.61 0.01
C-64 Unlikely insider threat 0.06 2.19 16.60 77.80 3.32
C-65 Unlikely insider threat 0.91 6.83 39.47 52.65 0.11
C-69 Unlikely insider threat 1.44 7.04 38.87 52.37 0.27
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Table A3
Insider Threat Result by Experts Judgement

Case Predictions of Insider Threat Predict Probability %
Certain Likely Possible Unlikely Rare

C-0 Unlikely insider threat 8 15.6 33.6 37.6 5.25
C-1 Possible insider threat 9 19.6 45.6 21.6 4
C-2 Possible insider threat 8 27.6 37.6 21.6 4
C-3 Unlikely insider threat 7 21.6 31.6 33.6 6.5
C-4 Possible insider threat 7 25.6 41.6 19.6 6.5
C-5 Unlikely insider threat 8 15.6 33.6 37.6 5.25
C-6 Unlikely insider threat 7 15.6 25.6 45.6 5.25
C-7 Possible insider threat 7 15.6 41.6 29.6 5.25
C-9 Unlikely insider threat 6 15.6 29.6 41.6 6.5
C-11 Unlikely insider threat 7 15.6 25.6 45.6 6.5
C-12 Unlikely insider threat 7 15.6 25.6 45.6 6.5
C-13 Unlikely insider threat 6 15.6 29.6 41.6 7.75
C-14 Unlikely insider threat 6 15.6 29.6 41.6 7.75
C-15 Unlikely insider threat 6 15.6 25.6 45.6 7.75
C-16 Unlikely insider threat 6 15.6 25.6 45.6 7.75
C-17 Possible insider threat 7 15.6 45.6 25.6 6.5
C-18 Possible insider threat 8 15.6 37.6 33.6 5.25
C-19 Possible insider threat 8 23.6 37.6 25.6 5.25
C-20 Possible insider threat 6 15.6 41.6 29.6 7.75
C-21 Unlikely insider threat 6 15.6 25.6 45.6 6.5
C-22 Unlikely insider threat 6 15.6 25.6 45.6 7.75
C-23 Unlikely insider threat 4 15.6 25.6 45.6 9
C-24 Unlikely insider threat 4 15.6 25.6 45.6 9
C-25 Unlikely insider threat 4 15.6 25.6 15.6 9
C-26 Unlikely insider threat 4 14.28 25.6 45.6 9
C-27 Unlikely insider threat 4 14.28 25.6 45.6 9
C-28 Unlikely insider threat 5 15.6 25.6 45.6 9
C-29 Unlikely insider threat 4 15.6 22.28 45.6 9
C-30 Unlikely insider threat 4 15.6 25.6 45.6 9
C-31 Unlikely insider threat 4 15.6 25.6 45.6 9
C-32 Unlikely insider threat 4 15.6 25.6 45.6 9
C-33 Unlikely insider threat 4 15.6 25.6 45.6 9
C-34 Unlikely insider threat 4 15.6 25.6 45.6 9
C-35 Unlikely insider threat 6 15.6 33.6 37.6 7.75
C-36 Unlikely insider threat 4 15.6 25.6 45.6 9
C-37 Unlikely insider threat 4 14.28 25.6 45.6 9
C-38 Unlikely insider threat 4 15.6 25.6 45.6 9
C-39 Unlikely insider threat 4 15.6 25.6 45.6 9
C-40 Possible insider threat 5.25 23.6 45.6 17.6 8
C-41 Unlikely insider threat 5 15.6 25.6 45.6 7.75
C-42 Unlikely insider threat 5 15.6 25.6 45.6 7.75
C-43 Unlikely insider threat 5 15.6 25.6 45.6 7.75
C-44 Unlikely insider threat 5 15.6 25.6 45.6 7.75
C-45 Unlikely insider threat 5 15.6 25.6 45.6 7.75
C-46 Unlikely insider threat 5 15.6 25.6 45.6 7.75
C-47 Unlikely insider threat 5 15.6 25.6 45.6 7.75
C-48 Unlikely insider threat 5 15.6 25.6 45.6 7.75
C-49 Unlikely insider threat 5 15.6 25.6 45.6 7.75
C-50 Unlikely insider threat 5 15.6 25.6 45.6 7.75
C-51 Unlikely insider threat 5 15.6 29.6 45.6 7.75
C-52 Unlikely insider threat 5 15.6 25.6 45.6 7.75
C-53 Unlikely insider threat 5 15.6 25.6 45.6 7.75
C-55 Unlikely insider threat 5 15.6 25.6 45.6 7.75
C-56 Unlikely insider threat 5 15.6 25.6 45.6 7.75
C-57 Unlikely insider threat 5 15.6 25.6 45.6 7.75
C-58 Unlikely insider threat 5 15.6 25.6 45.6 7.75
C-62 Unlikely insider threat 6 15.6 33.6 37.6 6.5
C-63 Unlikely insider threat 5 15.6 25.6 41.6 7.75
C-64 Unlikely insider threat 5 15.6 25.6 41.6 7.75
C-65 Unlikely insider threat 5 15.6 25.6 41.6 7.75
C-69 Unlikely insider threat 5 15.6 29.6 41.6 7.75
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B. Full Insider Threat Prediction Network
Graph
Please zoom in to view all details or print it on A3 paper.



C. A Snap-shot of Bayes Network for Case 4
Please zoom in to view all details or print it on A3 paper.



D. A Snap-shot of Bayes Network for Case 22
Please zoom in to view all details or print it on A3 paper.


